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The capacity of Dataspace enables the distribution of heterogeneous data from several sources and domains and 
has attracted attention for resolving data integration challenges. Drone data sharing faces challenges such as 
protecting privacy and security, building trust and dependability, controlling latency and scalability, facilitating 
real-time data processing, and preserving the caliber of shared models. Therefore, sixth-generation (6G) networks 
provide high throughput and low latency to improve drone operations; security issues are exacerbated by the 
sensitive nature of shared data and the lack of centralized monitoring. To address the challenges, this paper 
presents a conceptual framework for a Dataspace in the Sky to enable secure and efficient drone data-sharing 
within 6G networks in the transition from Industry 4.0 to Industry 5.0. The Dataspace in the Sky integrates 
Federated Learning (FL), a decentralized Machine Learning (ML) approach that enhances security and privacy 
by sharing models instead of raw data, facilitating effective drone collaboration. However, the quality of shared 
local models often suffers due to inconsistent data contributions and unreliable recording mechanisms, which 
can undermine the performance of FL. To tackle the challenges, the framework employs blockchain (BC) to 
decentralize and secure the Dataspace, ensuring the integrity of contribution records and improving the reliability 
of shared models. Dataspace in the Sky empowered decentralized data sharing which addresses latency issues by 
decentralizing decision-making and enhances trust and reliability by leveraging immutable and transparent BC 
mechanisms. The robustness of Dataspace in the Sky solution is not only secures drone-sharing operations in 6G 
environments but enables the development of citizen-friendly mobility services, expanding opportunities across 
smart environments. 

1. Introduction

Smart environments face various practical challenges in data man

agement as they transition from a research vision to tangible manifes
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tations in the real world made possible by the Internet of Things (IoT). 
The challenges include the flexibility required to combine real-time and 
contextual data, the interface between existing information systems and 
new digital infrastructures, and easy data-sharing between stakeholders 
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in the smart environment. In addition, since costs must be kept to a min
imum, data management strategies for smart environments must allow 
for flexibility, dynamicity, and gradual change. Users at any event often 
stream and share pictures and videos, thereby consuming resources on 
the uplink channel and reducing the network’s performance to ensure 
Quality of Service (QoS) [1]. QoS, energy consumption, and fast data 
delivery are challenging in drone networks. Sixth Generation (6G) is de
signed to offer a high data rate and improve QoS. Therefore, 6G presents 
a key solution to support drones’ communication with each other and 
smart devices in smart environments. The QoS requirements (i.e., hand
off, call admission control, channel reservation, etc.) were discussed 
to improve wireless communication via space technology [2--5,14,15]. 
While the authors in [16] introduced drone collaboration and HetNet 
for better QoS. In [17], the authors discussed an intelligent method for 
supporting QoS and connectivity in 6G networks.

Federated Learning (FL) is a machine learning (ML) technique that 
enables collaborative model training without sharing raw data, preserv
ing data security and privacy. Moreover, with the massive amount of 
data gathered by drones, FL plays a vital role in improving the pri
vacy and security of the learning model. Furthermore, Blockchain (BC) 
is a distributed ledger that ensures transparency, data integrity, and 
decentralization. In contrast, the FL, BC, and 6G combination in the 
drone’s network leads to high-level security, decentralized learning, and 
satisfying QoS requirements [18]. While sensing methods have many 
similarities, the mix of different spatiotemporal resolutions, operational 
procedures, and the wide range of heterogeneous data collected with 
a drone has created a unique set of data management challenges. Fur
thermore, several international initiatives and technical developments 
in data management are creating particular chances for maximizing the 
potential of drones as environmental sensing technology. In this pro
cess, the drone serves as an IoT data collector, which is needed for 
privacy-preserving and efficient secure data [13]. As a result, various 
IoT application scenarios, including smart farming, smart homes, and 
water-quality monitoring, can benfit from drone-enabled data collec
tion, as shown in Fig. 1.

6G networks pose several significant research challenges for devel
oping a secure framework for drone data sharing, including security 
and privacy, trust and reliability, scalability and network management, 
latency, real-time data processing, and the quality of shared models. 
Drones frequently gather private data that has to be kept safe from un
wanted access. Additionally, decentralized drone networks make them 
more susceptible to cyber threats, including data interception and man
in-the-middle attacks. Implementing end-to-end encryption and using 
FL to share models rather than raw data can significantly improve data 
security to overcome these problems [19]. BC technology may be used 
to build an immutable ledger of all transactions, which is necessary 
to provide trust in decentralized systems without a central author
ity [20]. Managing communications and resources effectively becomes 
more complex as drones rise. To reduce central server loads, edge com
puting and a decentralized architecture are required to analyze data 
closer to the source [21]. Low latency is required for real-time applica
tions, and this may be accomplished via local data processing and effi
cient routing protocols that reduce waiting times [22]. Distributed data 
processing methods and FL may efficiently handle high data volumes, 
which allows real-time analysis and decision-making without centraliz
ing data. Using BC to validate each drone’s contribution and creating FL 
improvements to evaluate and upgrade local models before integration 
are two ways to ensure the correctness of shared models [23]. Moreover, 
Dataspace plays a crucial role in Decentralized Data- Sharing (DDS) by 
offering a flexible and adaptive approach to managing data. Dataspace 
provides flexible and adaptive data management by facilitating the pro
gressive integration of various data sources without an upfront unifying 
schema [24]. The proposed framework intends to improve the security, 
effectiveness, and dependability of data sharing among drones in 6G 
networks [12,7,10], by fusing advanced technologies and architectural 
solutions, encouraging the creation of cutting-edge drone applications. 

Table 1 summarizes challenges for data-sharing among drones in 6G 
networks, justfication, solutions, and roles of technologies and require
ments for DDS.

Recently, drone networks have developed with the quick advance
ments in 6G communication technologies, which improve drone ap
plications and introduce cutting-edge ones that call for reliable and 
low-latency communications [25]. Drones from various owners share 
collected data in 6G networks to get over the limitations of visual cov
erage and geographic region, expand the diversity of sensing data, and 
boost data dependability [26]. Although drones in 6G networks sig
nificantly benfit from data sharing, there is growing public concern 
regarding data-sharing security because a significant amount of sensi
tive data is included in the acquired data [27]. On the one hand, a lack of 
control over the data and scant monitoring operations may make drones 
hesitant to store and share data through ground cloud computing/edge 
computing infrastructures under centralized data management. More
over, a DDS and management framework still has problems with illegal 
data access and security protection, even though the challenges of the 
centralized data-sharing and management framework can be resolved 
through data-sharing in a Peer-to-Peer (P2P) network. These difficul
ties impede the transfer of acquired data, acting as a bottleneck in the 
eventual spread of drones in 6G networks [28].

Drones have been widely used for mapping, remote sensing, farm
ing, disaster management, search and rescue, boundary delineation, 
surveillance, and infotainment. In most applications, drones’ swarms 
work together under a swarm controller’s control at the ground sta
tion. The authors in [29] focused on evaluating the deployed drone’s 
signal strength over smart cities to gather data from smart devices. Fur
thermore, multi-drone deployment represents the critical solution for 
collaborating with search and rescue teams in disaster areas [30--32]. 
Drones communicate and share data to complete time-sensitive and 
computationally expensive tasks, necessitating intelligence in the com
munication channel. Depending on the generated data and the applica
tion type, Intelligent approaches such as ML and Deep Learning (DL) 
models are used to train the shared data between drones. However, pri
vacy and security issues are brought up by the centralized sharing of 
data drones. An intelligent attack by a malicious adversary on the cen
tral server could disrupt communication and have disastrous results.

A workable solution to security and privacy problems is the integra
tion of FL in a swarm of drone collaboration. Privacy is maintained since 
FL only shares the model parameters and not the training data. However, 
an enemy might contaminate the global model with its local data and get 
access to cofidential information. Furthermore, once the fictitious pa
rameters are distributed iteratively, they could contaminate the global 
model’s training. The intrinsic restrictions in FL attack types are the ad
versarial poisoning assault on the model and data and the underlying 
requirement on the nodes to establish collaborative learning member
ship. Therefore, it is necessary to include a notion of reliability in the 
FL learning process that mitigates the privacy leakage or the construc
tive failure of global models of drones to secure these threats. Drones 
are an entry point for significant industrial verticals and coordinate edge 
services in a Mobile Edge Computing (MEC) network [33]. Model aggre
gation outcomes under MEC server attacks in FL lead to a single-point 
failure that significantly impairs swarm maintenance and operations. 
Furthermore, the management of updated data gathered from millions 
of smart IoT devices-enabled drone gadgets is the extent of the scalabil
ity of contemporary edge computing systems.

BC is a potential method to overcome the restrictions and foster trust 
in FL communication. BC ensures traceability, scalability, decentraliza
tion, non-reusability, immutability, increased privacy, and security in 
FL-assisted drone communication. Due to topology changes brought on 
by various drone mobility models and network restrictions, the holistic 
integration of BC-leveraged FL-assisted drones offers the highest level 
of trust and privacy, data sharing, and traceable access under constant 
local updates [34]. BC technologies have drawn more attention as re
searchers explore their potential to guarantee secure data-sharing across 
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Table 1
Challenges for data-sharing among drones in 6G networks.

Challenge Reasons Solutions Role of Technology Required for DDS

Security and 
privacy

Sensitive data handling 
Multiple attacks

End-to-End (E2E) 
encryption 
FL 
Dataspace

Encryption secures data during transmission and 
storage 
FL shares models instead of raw data 
Dataspace manage and organize heterogeneous 
data securely

Robust encryption 
Secure model sharing mechanisms 
Incremental data integration

Trust and 
reliability

Ensuring trust without a 
central authority 
Need for tamper-proof 
records

BC 
Dataspace

BC creates a tamper-proof ledger of transactions 
Dataspace provides a unfied view of data

Decentralized trust mechanisms 
Immutable and transparent 
Unfied data views

Scalability Managing several drones 
Dynamic topology due 
to drone mobility

Decentralized 
Edge computing 
Dataspace

Decentralized allows scalable management 
Edge computing processes data closer to the 
source 
Dataspace facilitate incremental integration and 
scalability

Flexible and adaptive network 
protocols 
Localized processing 
Incremental data integration 
mechanisms

Latency Real-time applications 
High network delays

Edge computing 
Optimized routing 
Dataspace

Edge computing reduces latency 
Optimized routing ensures efficient data 
transmission 
Dataspace optimize data access

Low-latency communication 
infrastructure 
Efficient routing protocols 
Optimized data access

Real-Time Data 
Processing

Decision-making 
requirements 
High data volume from 
drones

Distributed data 
processing 
FL 
Dataspace

Distributed processing handles large data volumes 
FL enables collaborative data analysis 
Dataspace provide real-time access and 
integration of data

High-performance processing 
Distributed data analysis 
Real-time data integration and 
processing

Quality of Shared 
Models

Maintaining accuracy of 
models 
Verifying contributions 
of each drone

BC verfication 
FL enhancements 
Dataspace

BC Verfication records and verfies contributions 
FL enhancements assess and improve local models 
Dataspace ensure data quality and integrity

Accurate and transparent contribution 
tracking 
High-quality local model 
Consistent and reliable data

Fig. 1. Drone-enabled data acquisition. 

a tamper-proof and decentralized ledger [28]. The authors of [35] used 
BC to create a network for securely exchanging traffic data between 
drones. A BC-based drone system was discussed for upcoming IoT appli

cations to achieve secure data management and guarantee drone data 
integrity [36]. FL implementation via BC is made simpler because single

point failures in the system are avoided, and the need for a central server 
is removed. BC enables traceability between network entities and con

tinuously observes channel activities transparent to all peer drones. With 
BC-assisted FL, the model parameters for easily traced using the logs 
recorded as ledger entries with the efficient process in [11]. The miners 
check the transactions in the block header, create blocks, add the FL, 
and model the chain’s data.

Dataspace is a new paradigm of managing data from different re

sources and sharing data that has successfully managed scientific and 

personal data. However, Dataspace applications in intelligent systems 
and real-time data are still largely untapped. A real-time linked Datas

pace platform was introduced to facilitate data management in intelli

gent environments [37] such as water environments and smart energy, 
along with supporting services, tiers of support, and a guiding philos

ophy for ``Pay-As-You-Go'' data management. Multi-resource in drone 
Dataspace refers to the ability of a drone to collect and share multi

ple types of data simultaneously. Drones can be equipped with various 
sensors and cameras to collect data on everything from temperature 
and humidity to air quality and soil moisture. By combining these dif

ferent data types, drones can provide a more comprehensive view of 
the environment, which can be helpful in a wide range of applications. 
To support multi-resource data collection and sharing, drone Dataspace 
platforms must be designed to handle large volumes of data from vari
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ous sources. This paper provides a novel framework for drone Dataspace 
based on securing data-sharing in 6G for Industry 4.0 and Industry 5.0. 
According to the authors’ best knowledge, this paper is the first to high

light how drones can play a vital role in improving real-time linked 
Dataspace platforms. In addition, we discuss advanced technologies for 
securing data-sharing among drones.

1.1. Motivation and contributions

This paper addresses safe and effective drone data-sharing in 6G 
networks, including protecting data, building trust in a decentralized 
system, handling communications among drones, lowering latency for 
real-time applications, processing massive data, and preserving the qual

ity of shared models. This conceptual framework refers to Dataspace in 
the Sky, a novel decentralized platform designed for secure and effi

cient drone data-sharing in 6G networks. Dataspace in the Sky integrates 
advanced technologies such as Dataspace, BC, and FL to address scalabil

ity, data security, privacy, and real-time processing in diverse environ

ments, including smart and harsh environments. The proposed frame

work reduces the burden of providing ground Base Stations (BSs) and 
increases network resource availability, thus raising QoS. A decision

making server carries out all problematic tasks to improve drone tasks 
such as data processing, load balancing, and resource allocation to op

timize drone operations. As the requested services are near the users 
and dispersed among the drones based on their positions and loads, 
the strategy is based on user behavior predictions. Furthermore, a BC 
is implemented among the various parts of the proposed platform to 
store information and foster trust between individuals. The innovation 
of combining FL, BC, and Dataspace provides a safe, effective, and scal

able drone data-sharing solution in 6G networks.

Accessing the cloud for applications and storage in 
network-congested areas presents various challenges, including network 
or server outages caused by the volume of users submitting requests 
simultaneously and sharing a finite amount of resources. Fast and effec

tive service and data accessibility is made possible by having the data 
available and close to the users. The most frequently requested data 
can be kept on several devices near the end user, resulting in greater 
accessibility and reduced latency. DDS for drone Dataspace-based appli

cations is motivated by several factors, including improved data access 
and quality, enhanced collaboration, increased efficiency, improved 
transparency and accountability, and better decision-making. Addi

tionally, DDS provides decision-makers with a complete and accurate 
understanding of a given situation, leading to effective and efficient ap

plications in agriculture, environmental monitoring, disaster response, 
and smart environment. The contributions of the conceptual framework 
summary are as follows:

1. The paper introduces a novel decentralized framework for securing 
drone data-sharing in 6G networks, combining BC, FL and Datas

pace to enhances privacy, data-sharing efficiency, and trustworthi

ness while addressing the limitations of centralized data manage

ment systems.

2. We identify the requirements for Dataspace in the Sky through the 
design of a high-level platform for a real-time linked Dataspace. The 
proposed Dataspace in the Sky platform is designed to support ef

ficient and secure data-sharing in both smart environments (e.g., 
urban areas, smart environments, and smart cities) and harsh envi

ronments (e.g., disaster zones, rural areas, and remote areas).

3. The proposed Dataspace in the Sky presents decentralized and se

cured drone data-sharing and management, leveraging Dataspace, 
BC, and FL in 6G. The framework proposes shows the vulnerabili

ties of centralized data management systems, ensuring security and 
privacy for Industry 4.0 and Industry 5.0 applications.

1.2. Paper structure

The rest of the paper is organized as follows: Section 2 presents the 
related work, while Section 3 describes an overview of core technolo
gies. Section 4 represents the conceptual framework of the Dataspace in 
the Sky, while Section 5 validates the proposed framework. Section 6
discusses the challenges and future directions. Finally, Section 7 con
cludes the work.

2. Related work

With the benfits of transaction privacy, credibility, tamper resis
tance, and high dispersion, BC, a developing and promising approach 
in digital currency systems, may communicate data even without a re
liable central server. For vehicle-to-grid networks, the authors of [38] 
introduced a BC-based privacy-preserving payment method that guaran
tees user payment data anonymity, which empowers data-sharing and 
secures sensitive data. However, transaction efficiency can be improved 
with BC technology’s developments to satisfy the network requirements 
between vehicles and users. Furthermore, a BC-based system for medical 
picture retrieval with privacy protection was proposed [39]. The BC
based system’s architecture was demonstrated and described for each 
layer. Furthermore, adding new applications to extend the proposed 
system can be considered to improve the system’s efficiency. A safe, fine
grained access control system for data read and write operations was 
implemented for outsourced data [40]. Additionally, BC technologies 
are used to improve visibility and traceability. Even while BC substan
tially simplfies open and secure data-sharing scenarios, it is costly to 
construct a permissionless BC in resource-constrained drones or ground 
communication infrastructures [41]. Therefore, it is suggested that se
cure vehicular data-sharing systems [28] and spectrum trading [42] be 
developed using permissioned BCs, which quickly complete consensus 
mechanisms on pre-defined miners with low overhead. These systems 
are effective and especially useful for drones in 6G networks [42].

Compared to conventional data privacy protection tactics, a DL
based data privacy protection algorithm may further increase data avail
ability and reduce the danger of data leakage. As a result, several great 
approaches for protecting DL privacy have been put forth. The authors 
of [43] introduced FL for privacy policy, which makes it stand out. Sev
eral contributors can obtain superior training results when training a DL 
model compared to their local models without submitting their raw data 
to a centralized server. To address the statistical heterogeneity problem 
of data in FL, it was used as an optimization approach [44]. The au
thors of [45] proposed personalizing FL could be accomplished more 
effectively by employing a local data structure to localize the global 
model. Nevertheless, because there are curious parameter servers and 
dishonest players, classic FL approaches still have privacy leakage is
sues. In [46], the authors showed that member inferring attacks could 
be used to discover private membership information. Passive and active 
inference attackers are assumed to be in both standalone and federated 
environments and various adversaries’ prior information. However, the 
investigation’s theoretical limits on the privacy invasion caused by DL 
in a white-box environment were not explicit. In [47], the difference 
between the virtual and real gradients was reduced using the depth gra
dient leaking procedure to access private data.

Securing privacy when gathering data is crucial since energy storage 
devices are decentralized, and the generated data is proprietary. The 
problem of multiparty data-sharing has recently attracted much atten
tion. The authors of [48] offered a plan to securely exchange sensitive 
data on big data platforms for dispersed data streams. A secure process 
protection approach based on a virtual machine monitor and a proxy re
encryption algorithm based on heterogeneous ciphertext transformation 
was used to facilitate the implementation of system functions. How
ever, optimizing the heterogeneous proxy re-encryption technique can 
enhance encryption efficiency. Furthermore, reducing communication 
overhead between parties involved can improve the functionality of the 
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implemented system. For industrial IoT, the authors of [49] presented 
an accountable and effective data-sharing system called ADS that may 
penalize participants with data leaking issues. However, a BC-based re
sponsible data-sharing system does not rely on off-chain protocols and 
has less computational and communication overhead. It is important 
to note that BC, a decentralized, unhackable, and traceable distributed 
ledger technology, uses consensus protocols to ensure data privacy and 
data exchange security effectively [50]. The authors of [51] introduced 
a BC-based edge computing trustworthy data management system called 
BlockTDM in response to data security and trust challenges in the edge 
computing environment. However, scalability and data storage off-chain 
can improve efficiency and processing time. In [52], the authors made 
the secure application and decentralized administration of massive data 
in the IoT possible using BC technology. On the other hand, a consen
sus mechanism that ensures the consistency of all participating nodes is 
essential and crucial technology.

By simultaneously optimizing the location of the drone, the trajec
tory of the unmanned underwater vehicle, and their interconnection, 
the authors of [53] introduced an energy-oriented target-hunting model. 
The proposed target-hunting issue is solved using deep Q-learning algo
rithms. The results demonstrated a trade-off between the system’s inter
connectivity and energy use. For drone-assisted disaster rescue, the au
thors in [54] introduced RescueChain, a safe and effective information 
exchange system. The simple BC-based architecture was constructed 
to protect data-sharing during catastrophes and immutably track bad 
actors. Designing Dataspace’s benfits and approaches for solving chal
lenges discussed [55]. While data providers retain their sovereignty, 
sharing data will result in services becoming assets. International Datas
pace (IDS) offers a technological tool for developing data economies to 
exchange knowledge and data, following usage guidelines. The authors 
of [56] introduced and discussed how BC technology fits with IDS, fo
cusing mainly on the fundamental principles underlying BC technology, 
the various design considerations for creating BC implementations, the 
meaning of smart contracts, and the overall potential of BC. Before pre
senting additions to data integration worflows for Dataspace support 
that goes beyond comparable efforts in data warehouses and data lakes, 
the authors of [57] outlined the benfits of FL for addressing the chal
lenges of federated data integration in a case study scenario of mobility 
engineering.

According to the authors’ best knowledge, no study addresses Datas
pace in drones with supporting advanced technologies such as BC and FL 
for securing Dataspace sharing among drones. The proposed framework 
addresses the gaps and limitations by introducing a novel decentralized 
approach leveraging BC technology and FL. The framework enhances 
data security, trust, and accountability by leveraging BC. FL enables ef
ficient data-sharing by allowing drones to exchange models instead of 
raw data, thus mitigating privacy risks. This combination provides a 
unique solution for secure and efficient drone data-sharing in 6G net
works, addressing existing approaches’ identfied weaknesses and limi
tations. The proposed framework contributes to the research community 
by addressing privacy, decentralization, trust, and efficient data-sharing 
challenges, making it a novel and promising approach for secure drone 
data-sharing in 6G networks. Table 2 summarizes the most recent and 
related work to the proposed framework; it highlights technology re
quirements addressed by the framework.

3. Overview

3.1. Drones technology

The most famous drone services include publishing videos and im
ages and broadcasting live videos. The forms of traffic are very resource
intensive on the uplink and impact the functionality of the entire 
network. Drone deployment with transceivers is viable for assisting 
with cellular infrastructure. Drone-BSs can be placed where needed 
to increase ground users’ signal quality and expand cellular coverage 

[58,59]. However, because the drones will still receive the traffic and 
be routed to the closest BS, increasing coverage and connection quality 
will not lessen the strain on the BSs. Data filtering is one method that 
may be used to lighten the burden on cellular infrastructure. In this situ

ation, the authors of [60] presented a platform to expand a 6G network 
slice for video surveillance utilizing a swarm of drones.

In [61], the authors formed a partnership between the drone and 
the Wireless Sensor Networks (WSN), utilized the drone to gather WSN 
data, and adjusted the drone’s flight route in response to WSN feedback 
data to increase the WSN’s data collection efficiency. Furthermore, the 
framework and communication protocol for the drone’s airborne WSN 
introduced [62--66]. In addition to gathering data in a large-scale WSN, 
drone-based aerial data collection also addresses the issue of ground 
data collection limitations when ground transportation is problematic. 
The author of [61] employed cluster-based aerial data collecting. The 
network, comprised of the sensor nodes placed in the environment under 
observation, was separated into several cluster zones.

3.2. BC technology

BC, a distributed ledger among many users, enables efficient and per

manent transaction recording with the utmost security and anonymity. 
Transaction verfication is resistant to cryptography and can be added 
to the ledger by all participants in a BC without the requirement for a 
third party to validate and approve [67]. Public, private, and hybrid BC 
s are the three suBC ategories of BC s. In contrast to private BC s, which 
only let particular users have permission, public BCs (such as Ethereum 
and Bitcoin) enable everyone to join the network and participate. The 
benfits of public and private BCs are combined in the hybrid category, 
which comprises hybrid BCs. It offers members in the group privacy and 
openness. To offload computationally demanding BC tasks, the authors 
of [68] developed a BC -as-a-Service (BaaS) platform linked with MEC 
for IoT devices. A safe data collection system for MEC-enabled IoT net

works is investigated [69], in which flying drones act as relay nodes for 
identity identfication before transmitting data to MEC servers. In an 
air-to-ground IoT network, Zhu et al. [70] presented a BC-based decen

tralized fashion for data-sharing where a Cournot model is developed 
to maximize advantages for air and ground sensors. Smart contracts are 
self-executing contracts with the terms of the agreement directly written 
into code on the BC. Smart contracts automatically execute predfined 
actions when specific conditions are met, eliminating the need for in

termediaries and enhancing efficiency and trust in transactions. Smart 
contracts are typically built using programming languages specific to 
the BC platform, such as Solidity for Ethereum.

3.3. Federated learning

FL is an ML technique that enables multiple parties to train ML 
models collaboratively without sharing their local data. FL ifluences 
data management, how other data science technologies interact with it, 
and increasingly, data sovereignty concerns, is a crucial technology for 
developing future data ecosystems. Data management is a significant 
challenge because of the following factors: (1) Organizations collect in

creasing amounts of heterogeneous data (such as business, economic, 
social media, and alternative data); (2) Data are stored in isolated data 
sets; (3) Organizations collaborate with partner organizations on ana

lytics; (4) Organizations must secure the data; and (5) Organizations 
commercialize their data for their business, potentially as a new rev

enue source. Data technologies, including common digital IDs, data 
standards, data analytics, and data record technologies, are involved 
in information management with FL. The utilization of ML techniques 
for data-sharing in various environments is well established. However, 
FL brings a unique and novel approach to data-sharing among drones in 
the context of 6G networks.
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Table 2
Summaries of the most related works.

Ref. A B C D E F G

[48] Securing sensitive data-sharing using proxy re-encryption approach Yes No No No No No

[49] Highlighting an accountable and data-sharing approach for Industrial Internet of Things (IIoT) Yes Yes No No No No

[51] BC for trusting data management No Yes No No No No

[56] Designing Dataspace advantages and ecosystem approaches Yes Yes No No Yes No

[93] Establishing theoretical principles and foundations of real-time linked Dataspace Yes No No No Yes No

This 
work

The requirements for Dataspace in the sky Yes Yes Yes Yes Yes Yes

Highlighting the cutting-edge technologies needed to secure data transmitted through the 
Dataspace in the sky

Providing a conceptual framework integration of FL and BC for drone data-sharing

A = Highlight, B=Data sharing, C=BC, D=FL, E=FL and BC, F= Dataspace, G= Dataspace in the Sky

3.4. Securing data-sharing

Transparency and openness policies encourage data-sharing by vari
ous organizations, including businesses and academic institutions. Tech
nical advancement and related research on cooperative methods for 
sharing user data among organizations have intensfied recently [71]. 
Data-sharing strategies must balance user privacy and a positive user 
experience while boosting business profits [72]. BC clarfies the quan
daries surrounding when, what, and with whom to share data [72]. 
Additionally, BC facilitates how the data owner should be compensated 
as a perk for giving their information. However, collecting user data 
sparks serious privacy concerns, which either the organization addresses 
in the data privacy policy or by following the user activity tracked by 
internal audit [73]. Liu et al. [74] developed a collaborative architec
ture that integrates the Ethereum BC and deep reinforcement learning 
for effective data collection and safe data-sharing to suit the mobile 
crowdsensing-based Industrial IoT needs. The authors of [75] intro
duced a BC -authorized secure data-sharing architecture for dispersed 
parties in Industrial IoT applications. This technique strengthens the 
security of the sharing process without requiring centralized trust and 
includes cooperative learning in the approved BC.

3.5. Dataspace

Dataspace is a new paradigm for serving the data integration and us
age requirements of smart nvironments, including the sharing of events 
and historical data. Dataspace approach acknowledges that producing 
an upfront unifying schema across all data sources in large-scale integra
tion situations is challenging and expensive, which comprise thousands 
of data sources [81]. Dataspace focuses on supporting the co-existence of 
diverse data without requiring a significant initial investment to gener
ate a unifying schema. Dataspace uses incremental strategies for seman
tic matching and mapping of source schemas. When tighter semantic 
integration is needed, it can be accomplished in a ``Pay-As-You-Go'' man
ner by more tightly integrating the relevant data sources. Dataspace 
has been developed to manage personal information [82], astronomi
cal data [83], and biomedical data [84]. The utility of Dataspace has 
also been investigated in various settings such as data curation [85], 
context-based search [86], data modeling [87], data gathering [88], and 
customer feedback [89].

Dataspace can enable information management in highly dynamic 
environments, addressing the conceptual and technical obstacles to 
information interoperability. However, research has been limited to 
implementing the Dataspace concept in intelligent environments and 
examining the pertinent support services required for real-time data 
sources. Nevertheless, the creation of Dataspace has been attempted in 
the past in several contexts, including the system of systems [90], en
ergy data management [91], and building data management [92]. Fig. 2
shows the example design of a Dataspace for real-time and linked data 
sources. Briefly, a Dataspace is a collection of data sources, typically 
organized and stored in a heterogeneous manner, to allow for efficient 

management, retrieval, and analysis. The term often emphasizes that 
data is a valuable resource that should be managed and treated as a col
lective information space rather than individual data points. It can help 
organizations and individuals better understand and utilize their data, 
making it easier to extract insights, make decisions, and drive innova
tion.

3.6. Dataspace 4.0 empowered industry 4.0/5.0

The Industry 4.0 paradigm’s technocratic emphasis on new technol
ogy and digitalization [6]. As a result, the discussion concerning the 
function and justfications for using the new paradigm was immediately 
sparked when the new industrial paradigm, Industry 5.0, appeared. In
dustry 5.0 is a supplement to the current Industry 4.0 paradigm that 
emphasizes the importance of the worker in the industrial process, as 
was highlighted during the COVID-19 pandemic. The authors of [76] 
analyzed the shifting Industry 4.0 toward Industry 5.0 with the assis
tance of virtual reality and augmented reality technologies, Industry 
4.0 technologies enhance perception and prompt interactions, improve 
cybersecurity resilience [8], reduce mental workload, and improve data
sharing cognitive ergonomics [77]. In Industry 5.0, where diverse and 
autonomous networks cooperate, data exchange and control trust are 
essential. BC is a promising solution for creating transparent ledgers 
with easy control and managing industrial process data. A shared, dis
tributed, and immutable ledger called BC makes it easier to track assets 
and record transactions in P2P networks. In addition, it creates depend
able review tools that aid in compliance and auditing [78]. Consensus 
procedures play a significant part in the efficient management of the BC 
network and regulate the BC network’s scalability, node throughput, and 
mining delay. However, the resource-intensive PoW and PoS consensus 
models are inappropriate for responsive data-sharing in industrial oper
ations. Therefore, in Industry 5.0 environments, low-powered consen
sus techniques like Reliable-Replicated-Redundant And Fault-Tolerant 
(RAFT), Tangle, and Directed Acyclic Graph (DAG) are primarily used; 
a permission BC is an ideal method for managing and orchestrating real
time data [79].

Industry 4.0/5.0 and Dataspace 4.0 are closely related concepts fo
cused on creating a connected and intelligent system for managing data 
and optimizing operations in various sectors. Industry 4.0/5.0 aims to 
create a connected and intelligent system enabling real-time decision
making and optimization, increasing efficiency, productivity, and prof
itability. Dataspace 4.0 is a concept that builds on the principles of 
Industry 4.0/5.0, focusing on managing and sharing data [131,9]. Datas
pace 4.0 is a connected and intelligent system for managing data, en
abling secure and efficient data-sharing across various industries and 
stakeholders. The relationship between Industry 4.0/5.0 and Dataspace 
4.0 is that they both aim to create a connected and intelligent system 
for managing data and optimizing operations. By leveraging advanced 
technologies such as the IoT, big data analytics, drones, FL, and BC, 
Dataspace 4.0 can provide a secure and efficient platform for sharing 
data among stakeholders, including companies, individuals, and gov
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Fig. 2. Real-time linked drone Dataspace (Adapted from [93]). 

ernments. Furthermore, Industry 4.0/5.0 and Dataspace 4.0 focus on 
creating a decentralized and distributed system where data is stored 
and processed locally, reducing the need for centralized data centers 
and minimizing the risk of data breaches or other security incidents.

3.7. Mobility dataspace through drones

The community for data-sharing where everyone tries to create and 
make available data for future mobility is considered the mobility datas
pace. Such a Dataspace encourages competition around cutting-edge, 
ecologically responsible, and user-centric transportation solutions by 
providing all users equitable and transparent access to pertinent data. 
All users have exclusive chances within the mobility Dataspace to profit 
from the potential additional value of their data. The mobility Dataspace 
provides a framework where data suppliers may describe and regulate 
how and where others may utilize their data. Data users can be cofi
dent about the source and quality of their data thanks to this strategy, 
which also fosters data sovereignty and trust. The mobility Dataspace 
transforms into a digital distribution channel for data-driven business 
models by combining data from the public and commercial sectors via 
regional and national platforms, offering completely new choices for 
data collection, connection, and exploitation. With the creation of mo
bility dataspace, current data platforms will be connected, and access to 
sensitive mobility data and real-time traffic data will be available. Thus, 
it can offer specific mobility data at various levels in the future. Fig. 3
shows an overview of drone Dataspace for supporting various mobility 
events where drones gather data from different environments.

3.8. Smart environments

The construction and operation of smart environments are driven by 
capturing environmental data and enabling people to make meaningful 
use of that data. In the context of ongoing research in artficial intel
ligence and human-computer interaction, smart environments provide 
a viable source of innovation. Systems developed in this discipline are 
located, and their utility is derived from contextual awareness gleaned 
from the interpretation of sensor data. Therefore, IoT is the enabled tech
nology for smart environments [94]. Furthermore, the authors of [95] 

Fig. 3. Drone Dataspace supporting mobility events. 

introduced ML and IoT for smart environments focusing on challenges, 
applications, technologies and opportunities.

Drone plays a vital role in improving the smartness of smart cities 
[96] and smart transportation [97,98], etc. While the collaboration 
of multi-drone and Search and rescue teams is used for disaster man

agement [30--32]. Moreover, BC technology is used to manage and 
decentralize multi-drone collaboration [99], empowering the security 
of drone swarm in a smart environment [100]. Moreover, the FL and 
BC combination helps improve drone edge intelligence performance in 
smart environments [101].

For real-time Dataspace important to improve smart cities applica

tions, the authors of [102] explored how catalogs in Dataspace help 
satisfy this requirement; they then detailed how entity management 
services may be used to manage entity data more efficiently within a 
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Table 3
Role of technologies in the proposed framework.

Tech. Role Description Benfits

FL Preserve data privacy. 
Enables collaborative learning. 
Supports dynamic and decentralized 
environments.

Local model training without data-sharing. 
Aggregates global model from local updates. 
Updates models dynamically across nodes.

Privacy preservation. 
Efficiency in resource-constrained environments. 
Adaptability to network dynamics.

BC Provides a decentralized and tamper-proof ledger. 
Ensures data integrity and transparency. 
Facilitates automated and secure transactions.

Records transactions securely and transparently. 
Cryptographically secures data transactions. 
Executes predfined rules.

Decentralized and trustless environment. 
Immutability and transparency of data. 
Automation of rules.

Data

space

Integrates and manages heterogeneous data 
sources. 
Supports incremental and flexible data 
integration. 
Enables context-aware data processing and 
decision-making.

Provides a unfied view of disparate data sources. 
Integrates new data sources as they become 
available. 
Utilizes contextual information for data analysis 
and decisions.

Heterogeneous data integration. 
Flexibility and scalability in data integration. 
Contextual awareness for enhanced 
decision-making.

Dataspace. In [103], the authors presented a user experience paradigm 
for smart settings that the IoT enhances. The model was divided into two 
sections: the first focuses on digitalizing the environment using IoT and 
big data, and the second is human-computer interaction, focusing on the 
users’ journeys using behavioral models and user experience design. The 
objective has been to involve users in IoT-enabled smart environments 
to raise awareness of, manage, and practice water and energy conserva
tion. The authors in [104] discussed the function of a real-time linked 
Dataspace in facilitating the development of digital twins and assessing 
intelligent applications.

Smart environments include smart manufacturing, smart transporta
tion, smart healthcare, smart cities, smart farming, and smart housing. 
As an illustration, a smart environment may receive information about 
water and energy consumption from sensors, transmit it to smart de
vices, and then allow users to adjust their water and energy use ac
cordingly. Building and operating ``smart cities'' is driven by acquiring 
environmental data and enabling people to use that data meaningfully, 
sometimes changing behavior. IoT and big data, which enable the digi
talization of physical infrastructures with sensors, networks, and social 
capabilities, are two fundamental technologies driving the development 
of smart environments. In addition, IoT-enabled smart environments can 
assist in creating resource management apps (for instance, for manag

ing water and energy resources) for the environment. IoT sensors have 
been put in a few locations in smart cities to collect public data about 
traffic and human mobility. Data-driven learning is a sophisticated ML 
technique focused on data collecting, pattern recognition, and predic
tion. The authors of [105] examined how DL approaches have recently 
advanced in the construction of smart cities. Smart cities enrich human 
existence by offering various intelligent services to assist in managing 
many sectors, including traffic, transportation, healthcare and commu
nication, increasing users’ overall quality of life.

4. Dataspace in the sky framework

In this section, we discuss the conceptual framework of drone Datas
pace with supporting technologies to facilitate secure data-sharing 
among drones to deliver services to multiple organizations and users. 
The role of technologies in the proposed framework is described with 
benfits in Table 3. Dataspace is a conceptual framework in data man
agement that facilitates the integration of diverse data sources without 
needing a predfined schema, allowing flexible integration of heteroge
neous data formats dynamically. However, Dataspace in the Sky extends 
this concept to drone networks and 6G networks, focusing on using 
drones equipped with smart sensors and communication capabilities to 
collect, process, and share data in real-time while securing data man
agement in dynamic environments. The fundamental infrastructure for 
combining heterogeneous data from multiple drones and disciplines 
is provided by Dataspace. It maintains scalability and interoperability 
while enabling smooth and effective data transfer. Dataspace facilitates 
improved decision-making, more cooperation, and support for intricate, 

dynamic applications such as environmental monitoring, disaster re

sponse, and precision agriculture by decentralizing the organization and 
structure of data.

The proposed framework addresses the challenges (shown in Ta

ble 1) by leveraging a decentralized approach that combines BC and FL. 
BC provides a secure and transparent platform for DDS, ensuring data 
integrity, authentication, and access control. FL enables collaborative 
learning without sharing raw data, preserving privacy while allowing 
the generation of global models. We assume multiple drone collabora

tors will be involved in collaborative information modeling and sharing. 
Multiple drone collaborators work together to model the specfied job 
jointly since each drone has data collection capabilities that can help 
train local models with the help of FL techniques. FL’s model update pro

cedure is decentralized at each drone, making it resistant to the failure 
of conventional aggregators. We employ the BC as the network archi

tecture for the decentralized collaboration system to store, retrieve, and 
audit the collaborative modeling process to ensure data provenance and 
security. In this novel framework, we discuss the FL and BC combination 
to achieve data-sharing between drones Dataspace in a decentralized 
fashion. The high-level concept framework with architecture layers is 
shown in Fig. 4.

Smart environment layer: A smart environment consists of many 
smart devices that gather data from their surroundings and other sensing 
devices of numerous characteristics [106]. Smart devices collect percep

tion data, which is then sent to drones for further analysis and sharing. In 
Fig. 4, the smart environment is a smart city composed of smart streets, 
smart traffic, self-driving cars, smart lights, etc. These devices gather 
data and send it to drones as they move closer to them. Drones equipped 
with their own smart devices can also gather data about the environ

ment automatically. Therefore, drones have two functions here, either 
gathering data from smart devices deployed in smart environments or 
gathering data directly from smart environments.

Multi-resource layer: The smart environment has different smart 
devices that gather data for various purposes and in heterogeneous for

mats. Each data source should manage just one data source, a local 
database, a network source, or a file. Data sources may provide links 
for their potential applications and the core systems for executing basic 
data operations. Therefore, management of gathered data in drone tech

nology is required to save energy [107], reduce latency and enhance the 
quality of service [108]. Multiple end-to-end applications competing for 
shared resources in a system with heterogeneous nodes, linkages, shared 
and constrained resources, and deployment in dynamic situations make 
delivering quality service challenging. The authors of [109] provide an 
initial solution to such a challenge in a multi-drone surveillance and tar

get tracking program and support for system-wide end-to-end quality of 
service management.

A Dataspace in the multi-resource layer is a dynamic approach for 
organizing and managing multiple data sources. This involves creating 
a semi-structured and hierarchical organization scheme for data, with 
each source representing a different form and frequency of data. This al
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Fig. 4. Dataspace in the sky. 

lows for more flexible and effective data management as needed by mo

bile drones and more accessible data access and analysis. For example, 
in a smart city environment, a Dataspace multi-resource layer could in

clude data from multiple sources, such as traffic, weather, energy usage, 
and social media. Each layer would represent a different data source, 
making it easier to organize and manage the data and access and ana

lyze specific data sets as needed. This elastic structure provides several 
benfits, including improved data management, greater data security, 
and more accessible data analysis. It also makes it easier to integrate 
new data sources into the Dataspace as they become available, helping 
to ensure that the Dataspace remains relevant and up-to-date. Briefly, a 
Dataspace approach to the multi-resource layer provides an organized 
and efficient yet pliable way to manage and analyze data, helping un
lock the full potential of data and driving better decision-making and 
outcomes.

Drones layer: The drones offer mobile computing capabilities while 
flying closer to the smart environment, and they are responsible for 
gathering data. Drones’ computing provides task scheduling, resource 
allocation, service allocation, and data collaboration related to BC and 
cloud layers for data-sharing. Drones must share information to avoid 
collisions and manage the drone coverage area. For instance, the Flying 
Ad-hoc NETwork (FANET) supports data gathering from smart environ

ments in a data collection scenario, as drones may readily approach 
smart devices with low transmitting power. Therefore, data-sharing is 
vital in improving drones’ performance and operation during task per
formance. In this layer, several technologies (i.e., BC, ad-hoc network, 
FL) are included for secure data-sharing among drones, clients, and the 
cloud.

1. Ad-hoc networks: Drones are considered one of the best ways to 
collect data in the Industrial IoT domain. Furthermore, Ad-hoc net

works with flying drones significantly benfit from gathering data 
effectively, efficiently and collaboratively from large areas. Mas

sive numbers of drones, also known as FANET, can be deployed to 
work together to complete complicated missions that are frequently 
impossible for a single drone to complete [110]. Furthermore, in 
[111], the authors created clusters that can enable cooperation 
that improves resource use efficiency and reduces the loss of se

crecy compared to the individual drone. FANET use, nevertheless, 

also raises concerns about drone communication security. Drones 
depend on BSs to improve security, which can be easily attacked. 
Therefore, BC technology is the critical solution for decentralized, 
massive, and heterogeneous drones.

By improving network connectivity, drones assist the ground vehi

cle in sending data from one node to another. The authors of [112] 
presented a new architecture model for vehicle ad hoc networks to 
convey data and investigated various online and deceptive attacks 
on data distribution. In addition, in [112], the authors conducted a 
security analysis to determine the security objectives and examined 
several fake attack strategies on data dissemination. In drones, the 
architecture uses BC, which uses a proof-of-stake consensus proto

col for block validation and uses game theory to identify the forger 
node [113]. Therefore, the authors of [114] presented increases in 
the drone swarm’s transmission efficiency and coverage capacity 
while also analyzing the interference brought by drone communi

cation.

In a drone Dataspace, an ad hoc network supports data transfer and 
communication between drones, enabling real-time data-sharing 
and collaboration. For example, in a disaster response scenario, 
a drone could use an ad hoc network to share images and video 
in real-time with other drones and response teams on the ground, 
helping to direct response efforts and allocate resources more ef

fectively. Ad-hoc networks provide several benfits in supporting 
drone Dataspace, including increased flexibility and scalability, as 
the network can be easily recofigured and expanded to support 
changing needs and requirements. They also provide improved re

liability and availability, as communication can be maintained even 
in the event of a failure in the central infrastructure.Table 4 com

paring the advantages and drawbacks of different communication 
technologies. 6G networks are vital for real-time drone operations 
and data-sharing because of high throughput, ultra-low latency, and 
improved dependability. Drone networks have demanding applica

tions that have 6G’s capabilities, including high-speed data transfer, 
enormous IoT integration, and real-time decision-making. 6G offers 
the infrastructure required to manage drone networks’ scalability 
and dynamic nature, especially in intricate settings like smart cities 
or disaster areas.



Journal of Parallel and Distributed Computing 199 (2025) 105040

10

S.H. Alsamhi, S. Srivastava, M. Rashid et al. 

Table 4
Advantages and drawbacks of communication technologies for supporting proposed framework.

Technology Advantages Drawbacks Potential Impact on Time-based BC Errors

P2P Networks Decentralized, Self-organizing, 
operating without infrastructure

Scalability challenges, Security 
concerns, Resource management 
issues

Potential delays in block propagation or 
increased chances of forks in the BC

5G High data rates, Low latency, 
Massive connectivity

Requires infrastructure, 
Coverage limitations in remote 
areas

Reduced chances of data inconsistencies or 
delays in the BC

6G Hyper-connectivity, Extremely low 
latency, High energy efficiency, 
High reliability and availability

Currently in the developmental 
stage, May require new 
infrastructure and technologies, 
Regulatory challenges

Potential improvements in overall BC 
performance, but subject to future development 
and implementation

2. FL: FL is undoubtedly helpful for data privacy in ML and analyt
ics over drones. First, FL requires less communication since it just 
sends updates, whereas sending local data to a central server in
creases network traffic and storage expenses. Second, there is less 
data leakage since the local client’s dataset is never transferred to 
the server. The benfit is that model training is no longer directly 
dependent on having access to raw training data [115]. By reducing 
the attack surface to only the device rather than the device plus the 
cloud, FL can considerably lower privacy and security risks for ap
plications where the model training aim can be determined based 
on data accessible to each client [115]. However, there are still ad
ditional FL-related problems; malicious actors may try to access the 
client’s dataset or compromise the global model. The client’s lack 
of desire or incentive to work with the FL system can also become 
an issue. Adopting and utilizing BC technologies for FL applications 
might solve this problem.
By enabling drones to work together to build models without shar
ing raw data, FL addresses security and privacy challenges and 
makes decentralized possible. This is vital to protecting private in
formation while using drones by sending model updates instead of 
big datasets.FL uses less bandwidth, which is crucial for drone net
works to process data in real-time and with low latency. In a drone 
Dataspace, FL can improve the performance of drone algorithms, 
such as autonomous flight and object recognition. For example, 
each drone could collect data about its environment and share its 
model parameters with a central server, where a shared model is 
built and updated. All drones can then use this model in the net
work to make decisions and improve performance.

BC layer: We categorize the transactions in the BC database accord
ing to the level of privacy to offer fine-grained data-sharing services. 
Public data, community public data, and encrypted data are included in 
the privacy levels in decreasing order. Public data in this context refers 
to data visible to all nodes, community public data to data visible to all 
nodes within the same community, and encrypted data to data that is 
primarily private or that users desire to buy or sell. For more users who 
need the data to see them, they will set the data privacy level to pub
lic data in the community when they contribute professional data. BC 
guarantees the data-sharing process’s integrity, transparency, and relia
bility. For verify the contributions and validity of shared data and model 
revisions, it offers a safe and unchangeable digital ledger. BC is vital for 
avoiding tampering, fostering stakeholder cofidence, and facilitating 
dependable data management in a decentralized system like Dataspace 
in the Sky.

When it registers a BC account, a drone receives a unique identfica
tion. Data acquired by the 6G drone before it is transferred to the cloud 
can be encrypted in two ways. One method involves the drone encrypt
ing the data with an allocated symmetric key and sending the ciphertext 
to the node management. The node management then encrypts the key 
using attribute-based encryption. The second method involves the drone 
randomly generating a key, encrypting the data with it, and then using 
attribute-based encryption to encrypt the key. The system’s public and 
master secret keys can be generated by the trusted authority acting as 

the system’s central hub for tasks like initialization and secret critical 
production. A user is capable of decrypting and reading gathered data 
and instructions.

The following describes the secure data-sharing procedure for 6G 
drones based on the BC, as shown in Fig. 5. First, the drone encrypts the 
symmetric encryption key and the data it has acquired using symmet
ric encryption. The drone then requests data to be uploaded from the 
BC. Following receipt, the BC verfies the request using a pre-negotiated 
smart contract. The BC provides the drone with a credential if the re
quest is legitimate. The drone uploads the ciphertext and the credentials 
to the cloud as soon as it receives them. When the ciphertext is deter
mined to be legitimate, the cloud saves it and notfies the BC of the 
storage cofirmation. The distributed ledger of the BC stores the shared 
ciphertext data as transactions. The BC will employ smart contracts to 
cofirm a data consumer’s identity and determine whether his or her at
tributes comply with the ciphertext’s access policy if the data consumer 
(a drone or user) requests access to the ciphertext. An access credential 
is returned to the customer if their identity is real and their qualities 
comply with the policy. The user can then use the credential to access 
the ciphertext in the cloud. The 6G drones’ BC-based data-sharing proto
col ensures secure access to encrypted cloud data. The BC system checks 
the identity and characteristics of a drone or user requesting access to 
ciphertext against pre-established regulations. An access certificate that 
grants access to the ciphertext is granted if the identity is authentic 
and the attributes meet policy requirements. The access credential is 
blocked, preventing unwanted access to the encrypted data if the iden
tity is false or does not comply with policy standards. Within 6G drone 
networks, data integrity and privacy are protected by this stringent ver
ification procedure.

The conceptual framework of drone Dataspace includes the net
work, FL, task, mobility, communication, and threat models. The BC
empowered FL for Dataspace in the drone-assisted MCS scenario is 
depicted in Fig. 6 and comprises several drones, task publishers, MEC 
nodes, BSs, and a consortium BC. Therefore, data owners and requestors 
can share data quickly and reliably while storing the sharing records on 
the BC for tracking.

Cloud: The cloud processing layer handles the data storage and 
heavy lifting involved in drone computing. For global model aggre
gation, the cloud gathers the local model parameters from each drone 
and delivers the updated global model parameters. Monitoring the re
source availability of incoming smart devices at various network tiers is 
necessary for resource management [116]. Adding a layer of drones be
tween the cloud and consumer devices can help with this monitoring. In 
wireless networks, FL training models have been researched when the 
local FL models are relayed to the cloud, aggregating all of the local FL 
models and keeping the global FL model in the cloud [117]. Table 5 de
scribes the proposed framework solutions and their benfits for drone 
DSS. Table 6 illustrates the comparison of the proposed framework with 
well-known competitors, advantages, and drawbacks.

Combination of technologies and applications: The combination 
of technologies (i.e., FL and BC and drones) creates a decentralized 
drone Data-sharing solution that increases security and privacy for 
shared data. In the proposed framework, each drone would contribute 
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Fig. 5. BC enabling securing Dataspace sharing in the sky. . 

Fig. 6. Combination of FL and BC for data-sharing and processing. 

to a shared model through FL, which is updated and rfined as more 
data is collected. The updates to the model would be recorded on a BC, 
creating an immutable and secure ledger of the model’s evolution. Ad

ditionally, this setup increases transparency and trust, as all network 
participants can see the model updates and verify their authenticity.

5. Evaluation of proposed framework

In this section, we evaluate the proposed Dataspace in the Sky to se

cure data-sharing decentralized using multi-drone to support Dataspace 
4.0 in Industry 4.0 and Industry 5.0 applications. The main objective 
of combining BC and FL is to facilitate distributed drones’ secure col

laboration. All miners may independently verify the quality of models 
uploaded and stored on the BC thanks to the decentralized account

ability system. Table 7 summarizes the benfits with descriptions of 
technologies mapped to the stated framework criteria.

5.1. Evaluation based on existing data-sharing framework

Relevant literature and research that support the validation of the 
proposed framework include drone-edge-assisted secure data-sharing 
for 6G and beyond [23], research on a BC-based framework for safe 
and efficient data-sharing in the Internet of Vehicles [132], and a de
centralized framework for secure data-sharing and privacy preservation 
in smart communities [133,134]. The proposed framework is based 
on a decentralized architecture leveraging BC. The decentralized ap

proach eliminates the need for a central entity and enhances data se
curity, integrity, and immutability. In contrast, traditional centralized 
approaches to drone data-sharing may have limitations regarding data 
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Table 5
Proposed framework solutions and benfits.

Proposed solution Benfits DDS Security

Drones Dataspace Flexible and mobility, High-quality data, Provide services close to 
the user, Efficient data management

NA Traditional methods, Vulnerable to 
attacks

BC Trust among drones Decentralization to improve 
drones collaborations

High

FL Training model’s of collected data Support decentralized High

Ad-hoc networks Support P2P network Yes Little protection and encryption 
required for providing security

FL and BC Federated, No single point of failure, Creating trust among drones 
and servers, Improving the scalability of drones intelligent 
computing networks

Support decentralized and P2P 
collaboration

High security

Combination of 
technologies

Improved data privacy and security, Increased transparency and 
trust, Increased scalability and decentralization, Improved accuracy 
and performance, Efficient data-sharing

Support decentralized drone 
data-sharing

Efficient and high security and privacy

Table 6
Comparison of the proposed framework technologies with well-known competitors.

Competitor Advantages Drawbacks

BC Decentralized and transparent data sharing, Immutable and 
tamper-proof records, Consensus-based decision making

High computational overhead, Scalability challenges, Potential for 
forking and double-spending attacks

PKI Centralized and well-established approach, Efficient management of 
digital certificates and keys, Widely used in various applications

- Single point of failure, Vulnerability to certificate revocation and 
key compromise, Lack of transparency and accountability

FL Decentralized and privacy-preserving approach, Collaboration among 
multiple parties, Retains data ownership

Communication and synchronization overhead, Heterogeneity of data 
and models, Complexity in coordination

Cognitive Networks Utilizes ML and AI techniques for optimized resource allocation, 
Dynamic adaptation to changing network conditions, Enhanced 
decision-making capabilities

Complexity in implementation and management, Privacy and security 
concerns, Limited scalability

Datastore vs 
DNS/mDNS

Efficient data retrieval and storage, Widely used for data-sharing and 
discovery, Scalable and robust

Centralized or distributed data storage, Limited support for data 
integrity and security, Reliance on DNS or mDNS infrastructure

Publish-Subscriber 
Servers

Scalable and efficient data dissemination, Decoupling of publishers and 
subscribers, Supports dynamic and flexible data sharing

Reliance on central servers, Potential for a single point of failure, 
Scalability challenges

Proposed framework Integration of FL, BC, and Dataspace for secure, efficient, and scalable 
data sharing, E2E encryption and privacy-preserving model sharing

High complexity in implementation and management, 
Synchronization and communication overhead, Coordination of 
heterogeneous data sources

Table 7
Combining FL and BC for drone Dataspace.

Befit Description

Improved data privacy and security By using FL, the data remains on the local devices and is only shared in an encrypted form, the updates to the model are 
recorded on the BC, providing a secure and transparent record of the model’s evolution.

Increased transparency and trust BC is easier to build and maintain a community of trusted participants who can collaborate on improving the model and the 
drone Dataspace.

Increased scalability and decentralization Combination of FL and BC improves the drone Dataspace to many participants in a dcentralized fashion.

Improved accuracy and performance FL enable the model to be trained on a more extensive and diverse dataset, improving its accuracy and performance and 
allowing for the continuous improvement of the drone Dataspace.

Efficient data-sharing By using BC, it is secure and efficient to share data between participants, even in large and complex networks.

Table 8
Comparison of the proposed framework and traditional centralized data-sharing.

Aspect Proposed framwork Traditional Centralized Data Sharing

Architecture Decentralized using BC Centralized

Access Control Fine-grained through smart contracts Coarse-grained

Transparency and Trust Transparent and auditable through consensus Trust placed on a single entity

Security Tamper-proof data storage and smart contracts Reliance on a single entity, potential risks

Adaptability to 6G and Dataspcae 4.0 
Environments

Tailored for 6G and Dataspcae 4.0 environments May not be optimized for specific requirements

privacy and single point-of-failure risks. Table 8 compares the pro

posed framework and traditional centralized data-sharing. The proposed 
framework uses smart contracts to govern drone data-sharing. The smart 
contracts enforce fine-grained access control mechanisms, ensuring only 
authorized entities can access and share data, enabling a more robust 
and governance-enabled solution than P2P approaches that may need 
more unfied governance mechanisms.

6G and Dataspcae 4.0 Focus: The proposed framework addresses 
the challenges of secure drone data-sharing in 6G and Dataspcae 4.0 en
vironments. The advanced environments pose unique challenges, such 
as high data volume, high data velocity, low latency, and diverse data 
sources. The framework’s decentralized approach, use of BC, and smart 
contract-based governance provide innovative solutions to these chal
lenges. The proposed framework ensures data security through BC, 
which provides tamper-proof and transparent data storage. Addition
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Table 9
Proposed framework evaluation and validation.

Requirement Enabled by

Data collection Smart devices in smart environments

Data processing locally FL techniques

Local model Drones

Global model Dataspace

Authentication BC technology

data-sharing BC and Fl

Decentralized FL, BC and ad hoc networks

Collaboration BC and consensus algorithms

ally, the framework’s access control mechanisms, enforced through 
smart contracts, ensure that only authorized entities can access and 
share data. Therefore, it enhances the overall security of drone data 
sharing, protecting against threats such as data breaches, tampering, 
and unauthorized access. The decentralized architecture and use of BC 
in the proposed framework enhance resilience against potential threats 
and attacks, such as data breaches, data tampering, and unauthorized 
access. The proposed framework improves the overall security and reli
ability of drone data sharing, ensuring the integrity and cofidentiality 
of shared data. Table 9 describes the proposed framework evaluation 
and validation.

Decentralized Dataspace sharing in drones : Drones must collab
orate and share tasks to share data and take appropriate action. To (1) 
maintain trust among P2P networks [118], (2) enable traceability across 
drone networks [80], (3) provide insightful consensus-based decision
making processes [119], and (4) deliver efficient solutions by utilizing 
the decentralization feature of BC technology [120], it is advantageous 
for Dataspace sharing among drones to use BC technology. The shared 
data is divided among the multiple drones covering an event in the 
Dataspace in the Sky framework solution. Many drones are often em
ployed to cover different areas in an active region to give the highest 
service performance because drones can connect and work together by 
sharing resources. In [113], the authors presented a model-based BC 
distributed network to secure drone communication for data gather
ing and transfer. Furthermore, an effective and safe data-sharing system 
was proposed [121]. The system used label data to categorize customers 
to deliver more granular data-sharing services. Achieving effective and 
secure data-sharing involves four stages: initialization, identity authen
tication, signature and verfication, and then data sharing.

Drone data-sharing aims to transfer data over a shared environment 
to serve end users based on drone computing networks. Therefore, it is 
crucial to offer dependable and scalable drone data-sharing solutions in 
6G to satisfy Industry 4.0 and Industry 5.0 expectations. Drones data
sharing can be made possible by combining BC and FL for high-security 
capabilities. Each drone explicitly serves as an FL client to communi
cate data collaboratively with an aggregate cloud. Drones can request 
data-sharing from the cloud for various services, including traffic flow 
estimates and path selection. To manage the data-sharing requests from 
drones with a Deep Reinforcement Learning (DRL) method for sharing 
cost minimization, the cloud converts the data-sharing process into a 
computing task from linked drones. An immutable BC ledger is installed 
on the drone network to execute the verfication of model parameter 
updates and store them in blocks in a decentralized way, specifically to 
ensure the security and dependability of the drone’s data-sharing. The 
combination of FL and BC offers data-sharing among multiple drones 
during activities in smart environments to satisfy Industry 4.0 and In
dustry 5.0 needs.

The data management system distributes the data among the drones 
based on their location and storage capacity. BC and metaheuristic 
approaches used for drone data optimization and management in fog 
computing paradigm [122]. Therefore, drones perform data gathering, 
optimizing, managing, scheduling, preservation and processing in high
level security in the fog computing paradigm. The drones need to share 
data to satisfy and respond to end-user requirements; the drone itself 

or a nearby drone may be able to provide the requested information. 
If not, the drone uses the cellular network to send the request to the 
proper clouds. As a result, the cloud can provide incoming users’ data 
and service requirements.

The most popular services during packed events are real-time and 
video streaming of movies and images. However, these forms of traf
fic are very resource-intensive on the uplink and hurt the entire net
work’s performance. Users and IoT devices produce delay-tolerant traf
fic, which may be locally stored in a drone and sent to the target after 
an activity. The drone must divide the data it receives into data that 
should be processed at the drone level delay-tolerant traffic and data 
that should be sent to higher levels for processing, i.e., cloud. (Fig. 7). 
The drone stores delay-tolerant traffic and transmits the final destination 
afterward. Due to drones’ restricted computational and storage capabil
ities, a specific amount of space is set aside for delay-tolerant traffic. 
When the drone’s capacity is reached, it treats the delay-tolerant traffic 
like regular data and sends it straight to the network. Due to its bat
tery, each drone can only fly for a certain amount before recharging. 
When this happens, the drone travels to the closest charging station, 
distributes the stored delay-tolerant traffic, and is replaced by a new 
drone. The drones are linked to the cloud through the cellular network. 
Multi-dorne is dispersed over an event area, and the acquired data is di
vided according to their positions. Each drone offers coverage to a set 
of users (different altitude has different coverage areas [29]) and, when 
practical, responds to their inquiries using information either collected 
locally or by another drone in the swarm. To ensure continued service, 
each drone is sent to the charging station before its battery runs out and 
replaced immediately by a different drone.

Dataspace is dynamically chosen and disseminated across the many 
drones scouring the congested region in the suggested system. The cloud 
decides whether to manage depending on its forecast of service requests 
from future users. The most common user requests processed locally 
by drones or transmitted to other clouds are reported by drones [123]. 
The cloud forecasts future service demand (for instance, for a particular 
database or piece of online content) using a DL-based long-short-term 
memory [124]. By handling some of the requests locally, deploying 
drone capabilities between the cloud and the users reduce the strain 
on the uplink. For example, a drone divides a busy area into several 
smaller areas, increasing the number of resources available to nearby 
users. Drones receive all requests; some are handled locally, while others 
are routed to the serving cloud. As a result, the infrastructure load can 
be decreased, and uplink resources can be released, enhancing network 
performance. In addition, the collaboration of multiple drones boosts 
the drone’s storage capacity and speeds up response times.

The proposed framework’s potential impact on real-world drone 
applications includes cost savings and improved efficiency and capa
bilities. By enabling secure and efficient data-sharing among multiple 
drones, our framework can reduce the need for redundant data collec
tion and processing, leading to significant cost savings. Additionally, by 
leveraging advanced technologies such as 6G networks, FL, and BC, our 
framework can provide more accurate and robust models to enhance 
drone capabilities and improve mission success rates. Furthermore, the 
proposed framework can enable more efficient use of resources, includ
ing drones, sensors, and computational power, by enabling collabora
tive modeling and sharing models instead of raw data, leading to more 
effective resource allocation and utilization and increasing overall ef
ficiency and productivity. The ability to securely share data among 
multiple drones in a decentralized fashion opens up new possibilities 
for collaboration and coordination, allowing drones to work together 
to achieve common goals and solve complex problems. The proposed 
framework has significant potential to transform how drone applications 
are designed, deployed, and operated, improving cost-effectiveness, ef
ficiency, and capabilities and enabling new use cases and applications.

The uniqueness of the proposed framework lies in its decentralized 
methodology and the incorporation of FL and BC technologies, which 
have the potential to address the security and privacy concerns in drone 
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Fig. 7. Data-sharing and processing in drone. . 

Table 10

Evaluation metrics for framework validation.

Metrics Description

Data privacy and security Privacy and security provide to protect sensitive data from unauthorized access or modfication.

Model accuracy Model accuracy generated evaluate how well the models can perform in real-world scenarios.

Communication overhead The communication overhead introduced how messages are sent between drones, the amount of data transmitted, and the 
time taken to transfer data.

Scalability Scalability measures how well the framework can handle an increasing number of drones and data sources.

Resource utilization The resource utilization includes the CPU, memory, and storage used by the drones during the collaborative modeling 
process.

data-sharing and collaboration. In addition, cost savings, increased ef
fectiveness, and new capabilities are potential effects of the framework 
on real-world drone applications. The evaluation criteria of the proposed 
framework are security, scalability, privacy, speed, and ease of use, as 
shown in the Table 10.

6. Validation-based use cases

Validation is based on testing the framework in a variety of scenarios, 
such as precision agriculture, environmental monitoring, and disaster 
response. Combining FL and BC for decentralized drone Dataspace in
volves creating a platform for drones to share data while preserving the 
privacy and security of the data. The updates to the model are then 
aggregated on a central server, and a new model is sent back to the 
participating drones for further training.BC technology ensures that the 
updates to the ML model are recorded and verfied and that the data 
shared by the participating drones are stored securely and transparently.

1. Precision agriculture: It uses technology to optimize agricul
tural production while reducing waste and environmental impact. 
Drones collect high-resolution data on crop health and growth that 
is difficult or impossible to obtain from the ground. By combin
ing FL and BC for drone’s Dataspace sharing, drones can share data 
without compromising the privacy and security of the data or the 
drones themselves. In addition, drones can use FL to collaboratively 
train ML models that can analyze the data and identify patterns and 
trends.
ML models can then be used to optimize crop management by pro
viding insights into the health and growth of the crops and suggest

ing improvements to the management practices. For example, the 
models might identify areas of the field that require additional wa
tering or fertilizer or suggest changes to the timing or type of crop 
treatments. Farmers can increase crop yields by optimizing crop 
management while reducing waste and environmental impact. For 
example, by using data to apply water and fertilizer only where it is 
needed precisely, farmers can reduce the resources they use while 
still achieving high crop yields. This can lead to cost savings for 
farmers and more sustainable agricultural practices overall.

2. Disaster response: Drones are becoming increasingly used to sup
port disaster response and recovery efforts, as they collect high
resolution data on disaster-stricken areas quickly and efficiently. 
The data can include images and videos of the affected areas. By 
combining FL and BC for drone data-sharing, drones can share 
this data with other organizations involved in the disaster response 
effort. data-sharing can enable a more coordinated and effective re
sponse, as different groups can work together to identify areas of 
need and prioritize their response efforts. For example, the ML mod
els might identify areas particularly hit by disasters or areas with 
large numbers of people needing assistance.
The analysis can then be used to optimize the delivery of aid and re
sources to the affected areas. For example, the models might suggest 
the most efficient routes for delivering supplies or the best locations 
for setting up temporary shelters or medical clinics. By using drones 
and ML models to optimize aid delivery, disaster response organi
zations can improve the effectiveness of their response efforts and 
help more people in need. This can lead to more efficient and cost
effective disaster response and recovery efforts and better outcomes 
for the communities affected by the disaster. Combining FL and BC 
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Table 11

Description of proposed framework and traditional centralized data-sharing.

Technology Description of the technology-empowered use cases

Drones Remote sensing and monitoring of crops, soil, and weather conditions for precision agriculture management. Remote sensing and 
monitoring of environmental parameters, such as air quality, water quality, and wildlife habitats. Disaster reconnaissance, damage 
assessment, search and rescue operations, and situational awareness in disaster-affected areas.

BC Provides security, transparency, and accountability in data management, ensuring data integrity, preventing tampering or unauthorized 
access, and providing a verfiable and auditable record of data transactions, ensuring data integrity, preventing tampering or 
unauthorized access, and providing a verfiable and auditable record of data transactions.

FL Collaborative model training on precision agriculture data stored in the drone dataspace, preserving data privacy and security and 
enabling improved decision-making for precision agriculture management, environmental management, and disaster response and 
recovery.

6G Enables advanced communication and networking capabilities, such as URLLC, mMTC, and network slicing, for improved data exchange, 
communication, and coordination among drones and Dataspace for precision agriculture, environmental monitoring, and disaster 
response components.

Combination Combination for DDS for precision agriculture, including drone data, sensor data, and situational awareness information.

for drone Data-sharing optimizes disaster response efforts by allow
ing drones to share data and train ML models to help identify areas 
of need and optimize aid delivery. This can lead to more efficient 
and effective disaster response efforts and better outcomes for the 
communities affected by the disaster.

3. Environmental monitoring: Drones are becoming an increasingly 
important tool for environmental monitoring, as they can collect 
data on environmental conditions quickly and efficiently. For ex
ample, drones can collect data on air quality, water quality, and 
other environmental factors that affect human health and well
being. By combining FL and BC for drone Data-sharing, drones can 
share this data with other organizations involved in environmental 
monitoring efforts. This can enable a more coordinated and effec
tive response to environmental issues, as different groups can work 
together to analyze the data and identify patterns and trends.
The analysis can then develop targeted interventions to address 
environmental issues. For example, environmental monitoring or
ganizations might use the data to identify areas where air quality 
is inferior and deploy air purfiers or other mitigation measures. 
Similarly, water quality organizations might use the data to iden
tify sources of pollution and develop strategies to reduce pollution 
in those areas. By using drones and ML models to analyze environ
mental data, environmental monitoring organizations can improve 
their effectiveness and help protect human health and the envi
ronment. This can lead to better environmental outcomes and a 
healthier planet overall. Table 11 describes how technologies are 
used in the proposed framework in the use cases.
Drones, FL, BC, and Dataspace all function well together when 
included in the ``Dataspace in the Sky'' architecture for environ
mental monitoring and protection. The drones can gather important 
information about different species’ health indicators, movement 
patterns, and population counts. FL is used to analyze massive quan
tities of data and identify patterns in biodiversity, habitat quality, 
and wildlife behavior across time. FL protects animal whereabouts 
and activities by combining information from several sources with
out centralizing sensitive data. Furthermore, BC technology makes 
observations and study findings more transparent and tamper
proof, which improves the validity and dependability of wildlife 
monitoring data. This guarantees the accuracy and reliability of 
the data used in ecological research and policy-making. Addition
ally, integrating Dataspace makes it easier for various stakeholders, 
such as government agencies, conservation groups, and wildlife 
researchers, to share data securely and effectively. Dataspace pro
motes informed conservation plans and biodiversity management 
activities by facilitating smooth cooperation and information ex
change while maintaining data privacy and integrity.

4. Smart City: When applied to smart cities, this framework trans
forms traffic management by utilizing drones oufitted with high
definition cameras and sensors to collect data in real-time on traffic 
patterns, incidents, and road conditions. Edge computing is used to 

process this data locally without depending on centralized servers, 
reducing latency and facilitating quick decision-making. By train
ing traffic prediction models using dispersed datasets from several 
drones, FL algorithms improve traffic prediction models while pro
tecting data privacy by sharing models rather than transmitting raw 
data. This method enhances total urban mobility by rerouting traf
fic to minimize congestion and optimizing traffic light timings.
The framework improves emergency response and surveillance in 
the field of public safety. Drones with cameras and sensors track 
public spaces in real-time, looking for safety concerns like shady 
activity or big crowds. Video feeds and environmental indicators 
are among the data that are gathered and safely incorporated into 
a Dataspace. BC technology creates an unchangeable record of 
transactions to guarantee the validity and integrity of this data. 
Drones give first responders crucial situational knowledge during 
crises, such as natural disasters or security events, allowing them 
to allocate resources effectively and coordinate response activities. 
The ``Dataspace in the Sky'' paradigm shows excellent promise to 
revolutionize public safety and urban administration by providing 
scalable solutions that improve resilience, safety, and efficiency in 
smart city environments.

5. Healthcare Medical Supply Delivery: The ``Dataspace in the Sky'' 
architecture brings revolutionary possibilities to the healthcare 
field, especially in remote medical diagnostics and supply distri
bution. First and foremost, drones are essential for quickly and 
effectively delivering vital medical supplies to remote or disaster
affected locations. Drones with sophisticated navigational technol
ogy can quickly transport emergency supplies, pharmaceuticals, or 
vaccinations across large geographic distances. With the help of BC 
technology, medical supply traceability and transparency are guar
anteed along the delivery chain, giving authorities and healthcare 
professionals up-to-date information on the whereabouts and state 
of the goods. This openness improves the entire logistics of health
care delivery by reducing the loss, theft, and improper management 
of vital medicinal materials.
In remote medical diagnostics, drones fitted with imaging and med
ical sensors can completely transform the availability of healthcare 
in rural or underdeveloped areas. The UAVs gather health informa
tion from people in real-time, including environmental parameters, 
diagnostic pictures, and vital signs. The gathered data is safely sent 
to medical institutions or specialist diagnostic laboratories for anal
ysis and interpretation. By combining and evaluating data from 
many sources, FL algorithms allow for the development of reliable 
diagnostic models without jeopardizing patient privacy. Even in dis
tant locations with limited access to specialist medical knowledge, 
healthcare professionals create precise prediction models and ther
apy suggestions catered to the requirements of specific patients by 
utilizing FL.

6. Infrastructure Inspection and Maintenance: Dataspace in the 
Sky architecture provides notable advances in infrastructure in
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spection and maintenance in power line and pipeline inspection 
and construction site monitoring. First, drones with specialized sen

sors and cameras are essential for performing thorough and fre

quent inspections of vital infrastructure, such as electricity lines 
and pipelines. Large sections of pipelines or electricity lines may be 
independently traversed by these drones, gathering high-resolution 
data and pictures that are essential for spotting any problems like 
leaks, corrosion, or structural flaws. By guaranteeing the accuracy 
and unchangeability of inspection data, BC technology offers an 
open, unchangeable record of all conclusions. Ensuring the accu

racy and dependability of inspection reports is crucial for preserving 
the safety and dependability of infrastructure networks. Addition

ally, by combining insights from several inspection data sources 
without sacrficing sensitive operational information, FL algorithms 
may be used to enhance predictive maintenance models and defect 
detection constantly.

Regarding monitoring construction sites, drones with cameras and 
sensors give stakeholders and project managers access to real-time 
updates on the project’s status, providing insightful information. 
Drones allow construction teams to monitor site operations, check 
progress against schedules, and evaluate adherence to financial lim

itations by taking aerial imagery and data. Dataspace real-time 
monitoring data may be seamlessly integrated with other project 
management systems and tools, such as budgeting and scheduling 
software. The integration improves decision-making skills by pro

viding a thorough and consolidated perspective of project progress, 
resource allocation, and possible hazards. Moreover, construction 
managers may make well-informed decisions to streamline pro

cesses, reduce delays, and guarantee that project milestones are 
fufilled effectively by utilizing historical and real-time data kept 
within dataspaces.

7. Challenges and future directions

In this section, we highlight the challenges and future direction of 
the proposed Dataspace in the Sky.

7.1. Challenges

Deployment optimization for ground BSs: In BC-based drones in 6G 
networks, the ground BSs serve as miners, which plays a significant role. 
When few ground BSs are available or a heterogeneous 6G network, it 
can be difficult to develop the best ground BS deployment schemes to 
increase communication reliability further and decrease communication 
time between moving drones and miners.

Integration of BC and FL: There are several possible trade-offs and dif

ficulties with integrating FL and BC, such as processing cost, latency, 
and data privacy issues. The processing expense related to BC and FL is 
one major obstacle. FL needs a significant amount of computing power 
for local model training on drones, while BC adds more overhead be

cause of its encryption and consensus procedures. Using edge computing 
to offload part of the computational activities can resolve this and dis

tribute the processing burden more effectively throughout the network. 
The higher delay brought on by the requirement for synchronization in 
both FL and BC presents another difficulty. Delays may be introduced 
by the consensus process in BC and the periodic aggregation of models 
in FL. By enabling more flexible and quick data processing and model 
updates, asynchronous FL approaches and optimized consensus algo

rithms can assist in reducing these latency problems. The openness of BC 
technology raises serious concerns regarding data privacy since it may 
unintentionally reveal model update information. To ensure that sen

sitive information is secured even when data provenance and integrity 
are upheld through the BC, this may be handled by including privacy

preserving methods such as differential privacy and secure multi-party 
computing. Leveraging the full benfits of FL and BC in a Dataspace ar

chitecture necessitates a careful balance between security, efficiency, 
and performance to address these challenges.
Data storage: Computing is one of a drone’s most energy-consuming 
activities. The suggested platform uses data filtering tasks each drone 
performs to decide whether to process a request locally or send it to the 
cloud. The design procedure should be straightforward and reliable to 
prevent problems and failures. Failure is an unwelcome occurrence that 
can cause a drone to lose motion control and repeat tasks, which uses 
more energy. So, reducing the complexity of the algorithm increases 
drone energy efficiency. In addition, drones must store significant data 
locally since they are edge devices. The storage capacity should be max
imized while considering other jobs and the aircraft’s limited energy 
restrictions to ensure QoS performance.
Data security: Since each drone only stores duplicated data after ver
ifying its source, the usage of BC between clouds and drones promotes 
cofidence between the parties. Furthermore, since the duplicated data 
on the drone rflects the content of the blocks approved and uploaded 
to the BC, the cloud may transmit data to the drone. In contrast, the par
ticipating drones know data management at the drone layer. However, 
as hostile attackers might alter the shared duplicated data, this solu
tion cannot ensure security and integrity. Furthermore, a drone network 
is open and has few security features, making it susceptible to many 
assaults. Further research is needed on the security and cyberattacks 
on edge computing that support drones to develop portable defensive 
systems with assured data integrity [125]. Ensuring the security and 
privacy of the data shared among drones in a decentralized fashion 
is challenging. While BC provides security and transparency, potential 
vulnerabilities and attacks could still compromise the system. Explor
ing advanced encryption and authentication mechanisms is required to 
address this challenge of protecting data and ensuring secure communi
cation between drones.
Drone energy: Due to drone LoS links, drones that fly above events 
can give ground users favorable coverage. In addition, drones can en
hance existing infrastructure as edge devices by providing various ser
vices near the users. However, the drones’ low power capacity affects 
their operating and network lifetimes since each drone carries out three 
energy-intensive tasks: traveling at a specific altitude, computation, and 
communication. Consequently, offering energy-e˙icient solutions to de
crease consumption and lengthen the lifespan of drones is crucial when 
creating a sustainable drone service platform. Drones should be given 
tasks optimized to prevent undesirable or needless energy-consuming 
activities, such as travelling large distances to an unknown place or re
peatedly transmitting the same message because of network or process
ing issues. Several proposed techniques reduce the energy consumption 
of drones [127]. For example, an optimized target location supports the 
optimum coverage area for users, and an appropriate altitude is a trade
off between the energy used and the coverage region. Task scheduling 
and energy-conscious communication protocols are different ways to 
improve system performance and power economy.
Drone service provider: The QoS provided has always benfited from 
competition among different service providers. The competition is ex
pected to be fair because it is based on stringent rules designed to 
improve and secure the necessary services for the users. A more mod
ern platform idea is the drone service provider, which uses several drone 
types to provide various services. Multiple drone service providers work
ing together to do tasks in one location can lead to problems with drone 
navigation, collisions, resource sharing, privacy, security, and many 
other things. Therefore, tight regulation in this sector must clarify drone 
service provider collocation rules.
Reliability and accuracy: Ensuring the reliability and accuracy of the 
models shared among drones is challenging. The quality of the models 
depends on the quality and quantity of the data collected by each drone, 
which can vary depending on the environment and the sensors used. 
To address this challenge, investigation techniques for improving the 
quality of the data collected by drones are required, such as using more 
advanced sensors and data fusion techniques.
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Interoperability: Ensuring the interoperability of the different tech
nologies used in the framework, including FL, BC, and 6G networks, is 
challenging. Integrating technologies requires careful consideration of 
the protocols, interfaces, and standards, which can be complex and time
consuming. To address this challenge, working closely with industry 
partners and stakeholders requires developing interoperable solutions 
and standards that can facilitate the deployment and adoption of the 
framework.
Computational and Resource Constraints: Both FL and BC have a 
considerable computational cost. Because drones usually have limited 
energy, storage, and computing power, executing complicated algo
rithms and keeping up BC ledgers might take much work. By shifting 
labor-intensive operations to more potent edge servers, edge computing 
might help ease these restrictions. In addition, effective data process
ing methods and lightweight consensus algorithms may be created to 
reduce the resource burden on individual drones.
Latency and Real-Time: Because of consensus procedures and model 
aggregation, FL and BC increase the delay. This delay can be disastrous 
for time-sensitive applications like surveillance or disaster response. La
tency can be decreased by enhancing BC consensus methods and imple
menting asynchronous FL strategies. Moreover, edge computing’s local 
processing capabilities may guarantee that crucial data is processed and 
used immediately, reducing waiting times.
Scalability and Network Management: Efficient management of com
munications, data exchange, and resource allocation becomes increas
ingly challenging as the number of drones in the network rises. Drone 
networks’ changing topology contributes to this complexity. Creating a 
scalable, decentralized architecture that enables dynamic resource and 
data management is essential. Scalability and network management may 
be improved by implementing effective network protocols and utilizing 
edge computing for localized processing.
Trust and Interoperability: Achieving interoperability across various 
platforms and maintaining cofidence between drones controlled by dis
parate companies without a central authority can be difficult. By guaran
teeing data integrity, BC technology may provide a tamper-proof ledger 
of every transaction, promoting participant cofidence. Standardized 
protocols and interfaces should be created to promote interoperability 
across various drone systems and networks.

7.2. Future directions

Digital twins and securing drone Dataspace: Another unresolved re
search question that must be resolved is Digital Twins (DT) and FL’s 
reliability. Although DT and FL are thought to be more dependable, 
there is a need for schemes to address DT and FL’s dependability in the 
Internet of drones. For example, the network efficiency may be exam
ined using DT, which offers a virtual representation of the networks. 
However, efficiency issues may arise when the same DT model is de
ployed in real-time. This creates a new opportunity for academics to 
create models that consider the effectiveness of real-time and DT-based 
networks. Additionally, the Internet of drones does not make use of DT. 
The applications of combining DT and FL for the Internet of drones were 
discussed [128]. Furthermore, the combination of BC and DT is used for 
solving real-time applications such as transportation [129] and delivery 
during a pandemic [130].
Encryption and privacy-preserving: Both FL and BC improve secu
rity and privacy. However, if not properly managed, the decentralized 
nature of FL and the openness of BC may disclose metadata and result 
in possible data leakage. Privacy-preserving methods like secure multi
party computing and differential privacy in the FL architecture may 
safeguard sensitive data. To protect metadata and preserve transparency 
and integrity, BC can also use cutting-edge encryption techniques.
Trustworthy metrics for miner performance: In conventional BC 
systems, miners are typically chosen at random using metrics of re
source competition, such as proof-of-work based on computing power 
and proof-of-stake based on stake [126]. However, the energy- and 

computation-intensive approaches are not appropriate or useful. It is es
sential to put forward a trustworthy metric to evaluate the performance 
and conduct of mining applicants fairly.

8. Conclusion

In this conceptual framework, we have introduced a novel Dataspece 
in the Sky framework for drone data-sharing and management in 6G for 
Industry 4.0 and Industry 5.0. In the context of Industry 4.0 and Indus
try 5.0, Dataspace 4.0 is crucial in facilitating the secure, efficient, and 
flexible data exchange required in dynamic environments like applica
tions supported by drone networks. When several users share the same 
network resources, the network infrastructure becomes saturated by 
the large number of simultaneous requests, which lowers performance. 
Drones adjust dynamically to their positions and fill their maximum ca
pacity and are employed to mitigate these challenges. We combined 
BC, FL, and Dataspace to secure data-sharing, providing high-level secu
rity for data exchange within drone Dataspace networks. Therefore, the 
combination drives various drone applications in Industry 4.0 and 5.0, 
requiring high trust and security. We have outlined the challenges and 
future directions for integrating FL and BC in drone Dataspace within 6G 
networks. Moreover, the integration has offered a robust, secure solution 
for drone networks, enabling seamless operations in both innovative and 
challenging industrial environments.
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