Improved Protection Schemes for DC and

Hybrid AC-DC Microgrids

Thesis submitted in partial fulfillment

for the award of degree
Doctor of Philosophy
by

Ambuj Pandey

DEPARTMENT OF ELECTRICAL ENGINEERING
Indian Institute of Technology
(Banaras Hindu University)

Varanasi

Roll No: 19081009

2025



	Preface
	List of Tables
	List of Figures
	Nomenclature
	Introduction
	General
	Literature Review
	Protection of DC microgrids
	Protection of Hybrid AC-DC microgrids

	Motivation and Objectives
	Brief Overview of the Work Done
	GCN based fault detection in DC microgrids
	Cyber resilient protection of bipolar DC microgrids
	Blockchain Enabled protection of bipolar DC microgrids
	Backup protection for hybrid AC-DC microgrids

	Organisation of the Thesis

	A Graph Convolutional Network Based Fault Identification for Low Voltage DC Microgrid
	Indroduction
	Introduction to graph convolutional network
	Mathematical Notation of a Graph
	Graph Convolutional Networks
	Graph Fourier Transform

	Graph convolutional network for fault identification
	Formulation of Fault Identification Problem
	System Description and Generation of Test Cases
	GCN for Fault Line Identification

	Results and Discussion
	Performance Evaluation and Comparison with Previous Methods
	Performance of the Proposed Method with Bad Data
	Fault Identification in Islanded Mode

	Discussion
	Summary

	A Cyber Resilient Protection Scheme for Bipolar DC Microgrids
	Introduction
	Fault Analysis in a Bipolar DC Microgrids
	Positive Pole-to-ground fault (PGF)
	Negative Pole-to-ground fault (NGF)

	Proposed Protection Method for Bipolar DC Microgrids
	Fault detection
	Selection of Fault Zone
	Internal Faults
	Positive Pole to Ground Fault (PGF)
	Negative Pole to Ground Fault (NGF) 
	Pole-to-pole fault (PPF)

	External Faults

	Fault Type Classification
	Resiliency of the Proposed Method Against Cyber Attack
	Resiliency Against False Data Injection (FDI)
	Resiliency Against Time Synchronization Attack (TSA)

	Performance Evaluation
	Performance for Different Internal Faults
	Validation for PGF
	Validation for NGF
	Validation for pole-to-pole fault (PPF)

	Performance for External Faults
	Performance During Unbalance Loading
	Effect of Fault Resistance
	Performance Against Cyber Attacks
	Validation Against FDI Attack
	Validation Against TSA

	Validation for simultaneous faults and cyber attack
	Faults Simultaneous to FDI Attack
	Faults Simultaneous to TSA

	Robustness of the Proposed Method Against Power Transients
	Protection Decision Time

	Comparison with Available Methods
	Discussion
	Summary

	Blockchain enabled Protection Scheme for Bipolar DC Microgrid-A real-time Simulation
	Introduction
	Blockchain Preliminaries and Considerations
	System Architecture
	Ethereum Blockchain
	Block Structure
	Data Transmission Scheme
	Data Storage Scheme
	Network Scheme

	Blockchain-Based Secure Transmission Mechanism
	Integration of RTDS with Blockchain Network
	Configuration of User Dashboard
	Data transmission to NodeJS environment using spawning

	Protection Scheme
	Performance Evaluation
	Internal PGF
	Internal NGF
	Internal PPF

	Discussion
	Summary

	Time-Domain Backup Protection for Converter Dominated Hybrid AC-DC Microgrids
	Introduction
	Fault Analysis in Hybrid AC-DC microgrid
	AC Subgrid Faults
	Unsymmetrical fault 
	Symmetrical fault

	DC subgrid Faults
	Pole-to-ground fault
	Pole-to-pole fault


	Proposed Protection Method
	Backup Protection for DC subgrid Using AC side Current
	Detection of DC ground faults
	Detection of DC pole-to-pole faults (PPF)

	Backup Protection of the AC subgrid Using DC Current
	Detection of AC symmetrical faults
	Detection of AC unsymmetrical faults


	Performance Evaluation
	PGF in DC subgrid
	NGF in DC subgrid
	PPF in DC subgrid
	Symmetrical faults in the AC subgrid
	Unsymmetrical faults in the AC subgrid

	Sensitivity of the Proposed Scheme for High Resistance Faults
	Hardware Validation of the Proposed Scheme in Real-Time
	Operating Time of the Proposed Scheme
	Comparison with Available Methods
	Summary

	Conclusions and Future Scope of Study
	Contributions
	Conclusions
	Future scope

	Appendix A
	List of Publications

