
CERTIFICATE 

It is certified that the work contained in the thesis titled DESIGN AND 
IMPLEMENTATION OF PRIVACY PRESERVING SECURE SCHEMES 
FOR BIOMETRIC TEMPLATES by DEBANJAN SADHYA has been carried 
out under my supervision and that this work has not been submitted elsewhere for 
a degree. 

It is further certified that the student has fulfilled all the requirements of 
Comprehensive Examination, Candidacy and SOTA for the award of Ph.D. 
Degree. 

~ ·A 
Dr. Sanjay Kuma'r Singh 

Department of Computer Science and Engineering 

Indian Institute of Techn~ o2iJBanaras Hindu University) ~ ~ / Associate Pro_eS'S 
. ~ f<t,w1 / DC'pa rtment of Computer Engg. 
~~ ~ ~--r.; · ""' ln1-titute ofTechno:o9:' 

-11~,;i:<4 \!IW 1' 1 "' H' d Umvers1tv (-;r,,m:J fu~e:~171) / ,r.i~.,arri8 ,_n u • 
- \\ ' '! ":. .r_ :,\ 

iii 



DECLARATION BY THE CANDIDATE 

I. DEBA.NJAN SAD HY A ceruh that lhe " 01\. c.-ml"-c:-d1ed m th15- lhc,,~ 1, 

m) °'' n rona fide ,, or\. md camed out l:'I~ me undc.-t the !-upel'"' 1q0n 0f DR S. K. 

SINGH frnm JUL Y-2013 to NOV-20 16. at the DEPARTMENT OF 

COMPUTER SCIENCE AND ENGINEERING. Indian ln, t1tute 0f Te, hnol0g ~ 

OH~L' I. \' aiana\1 Tiic ma11e1 embodied in 1111 , thc,15- ha, nClt ~l."<'n !-uhm1 11cd for 

the award of an~ other degroc diploma I declau that I ha, c fo11hfull ~ 

ackno"ledged and g1 , en ue<l1u. to the r~earch v. orker.. ,,hcn.-,er their v. ork, 

have been c ited mm~ v. ork in Lh1s thesis. I further declare that I ha,c not w11lfoll~ 

copied any others work . paragraphs, text. data. results. ere. reported in Journal!-. 

booh. magazine'-, reports dissertations. theses. ere.. or a, a1lable at website~, and 

included the m in lh i, the~,., and cited as my own work 

Oatc . i l / l i/ J o i 6 

Place: I/ ,· , , •....1 ~ 

: rl··r' ' '---,. ..... lk:r, 
Signature 0f the Stu'ctcnt 

(Deban,1:in Sndhyn) 

CERTIFICATE BY THE SUPERVISOR 

It is certified thnt the nbovc stntemcnt made by the student 1s correct to the best nf 

my knowledge . 

./Yk__,~ J 
Dr. S. K. Singh 
Department of Compulrr Scl~nC't' and Enginttring 
Indian Jnstltulr vr T'rh~~(BHU). Varanasi 

_,,, W ,nu'~ / i\!'P <'<'l1'{ <' ri, ' r ~- .... ~ 
• i); tn•l \ ' 'f 

~"' rt I • h!\ ~ 
, f "° , ~ Un:,U'll-1~ l ~ 

-•r { / ' • ._ ,, '- .. ...---
• >- ~ - I /.,.--) /, 

Signatutt of Head of ~~nt 
(Prof. K.K. Shukla) 

V 



COPYRIGHT TRANSFER CERTIFICATE 

Title of the Thesis: Design and Implementation of Privacy Preserving Secure 

Schemes for Biometric Templates. 

Name of the Student: Debanjan Sadhya. 

Copyright Transfer 

The undersigned hereby assigns to the Indian Institute of Technology 

(Banaras Hindu University) Varanasi all rights under copyright that may 

exist in and for the above thesis submitted for the award of the DOCTOR OF 

PHILOSOPHY. 

Date: 9..,r,/1,. 1.. / 2 o I&. 

Place: Vcw crn e1 S,\ 

])et°'~ b.dT 
Signature of the Student 

(Debanjan Sadhya) 

Note: However, the author may reproduce or authorize others to reproduce 
material extracted verbatim from the thesis or derivative of the thesis for 
author's personal use provided that the source and the Institute's copyright 
notice are indicated. 

vii 



ACKNOWLEDGEMENTS 

The hardest a1·ithmctic to master is that which enables us to count our 

blessings - Eric Hoffer 

I would like to take this opportunity for expressing my deep sense of gratitude to 

everyone who helped me directly or indirectly during my thesis work. First of all, 

I would like to thank my supervisor, Dr. Sanjay Kumar Singh, for being a great 

mentor and adviser. His constant support, encouragement and critics worked as a 

source of motivatiou au<l iuspiration behind the successful completion of this work. 

It has truly been a great privilege while working with him in these years. I am highly 

obliged to all the faculty members of the Department of Computer Science and En­

gineering. IIT(BH U), for their wholehearted support. I express my sincere thanks 

to Professor K. K. Shukla, Professor A. K. Tripathi, Professor R. B. Mishra, Dr. 

B. Biswas and Dr. Neeraj Sharma (School of Biomedical Engineering, IIT(BHU)) 

for providing their continuous support to me. I express my profound appreciation 

to the Director, Registrars, Deans, Heads, and office staff of the Indian Institute 

of Technology (BHU) , Varanasi. My time spent at this institution would never be 

complete without the company and assistance of my fellow researchers. I would like 

to convey special thanks to Miss. Bodhi Chakraborty, Mr. Ali Imam Abidi, Mr. 

Durgesh Singh, Mr. Sumit _Jaiswal and Mr. Anshu Sharan Singh for their contin­

uous moral and academic support. I extend my special thanks to the non-teaching 



staff in the department, especially Dr. R. P. Meena, Mr. Shashikant Singh, Mr. 

Rajendra Kumar, Mr. Kanhaiya Lal and Mr. Bharat Pandey for their c . 
ons1stent 

support. Lastly, I want to thank my mother Smt. Trishna Sadhya, my father D 
r. 

Sudipta Kumar Sadhya and my sister Mrs. Saswati Sadhya for guiding me th 
rough 

the journey of life. They showed me the strength of resilience in the face of fai·l 
ures 

and the ability to bounce back from such situations. 

- Debanjan Sadhya 

X 

d 



Contents 

Certificate 

Declaration by the Candidate 

Copyright Transfer Certificate 

Acknowledgements 

Contents 

List of Figures 

List of Tables 

Abbreviations 

Symbols 

Preface 

1 Introduction 
1.1 Historical Background 
1.2 Biometric Traits . . . . 
1.3 Biometric System Features 

1.3.1 System rviodules. 
1.3.2 Operation Modes 

1.4 Application Domains . . 
1.5 Performance Measures . 

1.5.1 Score Distributions 
1.5.2 System Errors . . . 

.l . 

xi 

iii 

V 

vii 

ix 

xi 

xv 

xvii 

xix 

xxi 

xxiii 

1 
1 
4 
6 
6 
7 

9 

10 
11 
12 



Contents 

1.6 Attacks on Biometric Systems 
1.6.1 Threat Agent . • · 
1.6.2 Attack Model . . . 
1.6.3 Adversary Attacks 

l. 7 Objectives of the Thesis 
1.8 Contributions . . . . 
l. 9 Thesis Organization . . . 

2 Background and Literature Survey 
2.1 Biometric Security Schemes 
2.2 Biometric Cryptosystem . . 

2.2.1 Fuzzy Commitment . 
2.2 .2 Fuzzy Vault .. ... 

2.3 Cancelable Biometrics . . . 
2.3.1 Fingerprint Based Schemes . 
2.3 .2 Iris Based Schemes . . . . 

3 Fingerprint Template Protection 
3.1 Introduction . ... . 
3.2 r,.[ofo-ation . .. .... . 
3.3 t-.[odel DeYelopment . . . 

3.3 .1 System t-.[odules . 
3.3.2 Database Size .. 
3.3.3 ~latching Complexity . 

3.4 Theoretical Security Analysis 
3.4.1 Template Inversion .. 
3.4.2 Cross-linking/Diversity 
3.4.3 Stolen Token Attacks . 

3.5 Experiments and Results ... 
3.5.1 Data Acquisition and Performance Metrics 
3.5.2 Framework Analysis ..... . 
3.5.3 Evaluation on Security Criteria 

3.6 Conclusion . . . . . . . . . . . . . . . . 

4 Iris Template Security 
4.1 Introduction . . . . . 
4.2 Motivation and Overview . 
4.3 Model Development . . . . 

4.3.1 Modified Bloom filters 
4.3.2 
4.3.3 
4.3.4 

Proposed Modification 
Comparison . . . 
Key Management . . . 

Xii 

16 

16 
17 
19 

23 
26 
28 

31 
31 
33 
35 
38 
49 
50 
55 

59 
59 
62 
63 
63 
72 
73 
74 
74 
76 
77 
80 
80 
82 
89 
92 

95 
95 
97 
99 
99 

101 
103 
105 



Contents 

4.4 Theoretical Secmity Analysis 
4.4. l Additional Notations 
4.4.2 Observations 
4.4.3 Unlinkability 
4.4.4 Irreversibility 
4.4.5 Information Leakage 

4.5 Experiments all(I Results . . 
4.5.1 Data Acquisition .. 
4.5.2 Framework Analysis 

4.6 Conclusion . .. . . .... . 

5 Soft Biometrics and Privacy 
5.1 Introduction . . . . . . . . . . . . . . . 

5.1. l Applications of Soft Biometrics 
5.1.2 The Privacy Paradigm 

5.2 Motivation and Overview . . .. ... . 

5.3 Important Observations ....... . 
5.3.1 Soft Biometric vs. Micro Databases . 

5.3.2 Generic Soft Biometric Database Schema . 

5.3.3 Attribute Based Correlation - Practical Instances 
5.4 Model Construction ....... . 

5.4.1 Assumptions . . . . . . . . 
5.4.2 Categories of Privacy Loss 
5.4.3 Micro Database Model .. 
5.4.4 Soft Biometric Database Model 
5.4.5 Auxiliary Background Information 

5.5 Quantified Privacy Levels . . . ..... . 

5.6 Background Requisites .......... . 

5.6.1 Underlying Soft Biometrics Fusion Framework 

5.6.2 Differential Privacy Foundations . . . . . 

5. 7 Framework Development . . . . . . . . . . . . . 

5.7.1 Query 13ased Biometric System (QBBS) 

5. 7.2 Permii;i;ible Queries . . . . . . . . . . . . 

5.7.3 Global Sensitivity (fl.!) Computation .. 

5. 7.4 QBBS Based Privacy Preserving Framework 

5. 7.5 Composability . . . . . 

5. 7.6 Additional Advantages 

5.8 Theoretical Security Analysis 

5.9 Results and Analysis .. . . 

5.9.1 Datahase . . ... . 

5.9.2 Framework Analysis 

5.10 Couclusiou . .. .... .. . 

xiii 

106 
107 
108 
109 
110 
111 
115 

. 115 
118 

. 123 

129 
. 129 

131 
135 
137 
143 
143 
144 
146 
148 
148 
149 
150 
152 
154 
155 

161 
161 

. 165 
168 
168 

. 171 
173 

. 175 

. 180 

181 
182 

186 
187 

189 

. 205 



Contents 

6 Conclusion and Future Scope of This Thesis 
6.1 Concluding Remarks .... 
6.2 Future Scope of This Thesis . . ....... . 

A List of Publications 

Bibliography 

Xiv 

207 
· 207 
· 211 

215 

217 



List of Figures 

1.1 Various measurements taken under the Bertillonage system. 

1.2 Variation of a child 's fingerprints over time ... 

1.3 Different working modes of a biometric system. 

1.4 Intra-sample variations for biometric features . . 

1.5 Score distribution for a real matching algorithm. 

1.6 F:t\IR and FNlVIR function distributions. 

1. 7 Demonstration of a ROC curve. . . . . . . . . 

1.8 The biometriC' system attack model. . . . . . . 

1.9 Various forms of infrastructure based attacks. 

2.1 Classification of biometric template protection schemes. 

2.2 Key binding based biometric cryptosystem framework. 

2.3 The fuzzy con1111itment framework. 

2.4 The fuzzy vault framework. 

2.5 The BioHashing scheme [97] . . . . . 

3.1 Discriminating patterns of a fingerprint. 

3.2 Fingerprint alignment. . ........ . 

3.3 Quantization of fingerprint minutiae points. 

3.4 Proposed biometric template security framework. 

3.5 Sample fingerprint images from the FVC databases 

3.6 Genuine-impostor distributions under the plain verification scenario. 

3. 7 Genuine-impostor distributions under the stolen token scenario. 

3.8 EER for the FVC databases under the stolen token scenario 

2 
3 
9 

11 
13 
14 
15 
18 
21 

32 
34 
36 
40 
51 

60 
64 
67 
72 
81 
85 
87 
88 

3.9 ROC curves for FVC 2002 under the stolen token scenario . . . 88 

3.10 ROC curves for FVC 2004 under the stolen token scenario . . . 89 

3.11 Genuine.impostor and pseudo-impostor distributions under the plain 

verification scenario . . . . . . . . 91 

4.1 Generic outline of a Bloom filter . 100 

4.2 Modified Bloom filter based biometric template protection scheme. . 104 

4.3 Various stages of feature extraction from iris images. 117 

4.4 ROC curves of the original iris systems . . . . . . . . . . . . . . . . 119 

xv 



4.5 

4.6 

4. 7 

4.8 

5.1 
5.2 
5.3 
5.4 
5.5 
5.6 
5.7 
5.8 
5.9 

ROC curves for systems implementing the feature extraction alga-
ri thm of Masek [19] . · · · · · · · · · · · · · · · · · · • 125 
ROC curves for systems implementing the feature extraction alga-
rit hm of r-.Ia et .al [20]. · · · · · · · · · ·. · · · · · . · · · · · · · • .. . 126 Scores comparison before and after encodmg followmg feature extrac-
tion method of Masek [19] · · · · · · · ·. · · · · ·. · · _- · · · · • . .. 127 
Scores comparison before and after encodmg following feature extrac-
t ion method of Ma et . al [20] 128 

The soft biometric database schema. 145 
Enrollment process in the Bayesian decision theoretic framework. 162 Verification process in the Bayesian decision theoretic framework. 164 
Basic structure of a QBBS . . . . . • · · · · · · · · · · · · • . . . 169 
Proposed privacy preserving QBBS . . • • • • · · · • • • . . . . . 176 
Performance comparison of biometric systems based on primary traits. 192 
Performance comparison of biometric systems based on fingerprint .. 195 
Performance comparison of biometric systems based on face ..... 196 
Performance comparison of biometric systems ba."ed on fingerprint 
and face .. .... ..... . 

5.10 Effects of noise on Deviation ....... . .. ... . 
196 
198 5.11 Effects of noise on Distortion . . . . . . . . . . . . . . 

5.12 Effects of noise on utility for fingerprint based QBBS. 
5.13 Effects of noise on utility for face based QBBS. 
5.14 Effects of noise on utility for fingerprint and face based QBBS 

== 

199 
201 

. 203 

. 204 



List of Tables 

1.1 Comparison uf various biometric trait in terms of the essential re-
quired properties. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 

3.1 Techniques for recovering fingerprint image from stored minutia points. 61 

3.2 Parameters of FVC databases for stolen key based attack scenario 
( considering 11.c1, = 1) . . . . . . . . . . . . . . . . . . . . . . . . . . . 79 

3.3 Tuning of q11antization levels for obtaining optimum performance 
(same key scenario). . . . . . . . . . . . . . . . . . . . . . . . . . . . 83 

3.4 EERs for FVC databases under the plain verification scenario. . . . . 84 
3.5 Performance comparison via EER(%) for various fingerprint based 

template protection schemes under the stolen token scenario. . . . . . 89 
3.6 Average matching scores for FVC databases under the diversity pro-

tocol. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92 

4.1 GAR's (in %) at FAR = 0.01 % for different system configurations 
using feature extraction t echnique of Masek [19] .... . . ...... 120 

4.2 GAR's (in %) at FAR = 0.01% for different system configurations 
using feature extraction technique of Ma et.al [20] . . 121 

5.1 Soft biometric t raits and their associated properties 
5.2 Attributes use<l in soft biometrics databases. 
5.3 Attributes of external micro databases . . 
5.4 Variation of a values for Primary traits .. 
5.5 Variation of a values for all traits .. .. . 

xvii 

130 
147 
147 
191 

. 194 



Abbreviations 

BC 

BFS 

COA 

CRC 

DT 

EER 

Biometric Cryptosystern 

Boosting Feature Selection 

Ciphertext Only Attack 

Cyclic Redundancy Check 

Decision Threshold 

Equal Error Rate 

FAR False Accept Rate 

FMR False Matching Rate 

FNMR False Non Matching Rate 

FRR False Reject Rate 

FTC 

FTE 

IPC 

MSE 

OFFC 

PCA 

PPDP 

PRNG 

QBBS 

ROC 

RP 

SHA 

Failure To Capture 

Failure To Enroll 

Iris Pseudo Code 

Mean Square Error 

Orientation Field Flow Curves 

Principal Component Analysis 

Privacy Preserving Data Publishing 

Pseudo Random Number Generator 

Query Based Biometric System 

Receiver Operating Characteristic 

Random Projection 

Secure Hash Algorithm 

XIX 



• z a ,ww 

Symbols 

E( .) 

EB 

u 
X 

y 

0 

x' 

y' 

0' 

H 

w 

rp 

6 

II 
1-l(.) 

h(.) 

J(., .) 

HD 

'W 

s 
8 

expectation operator 

XOR operation 

set of biometric system users 

x-coordinate of fingerprint minutiae 

y-coordinate of fingerprint minutiae 

angle associated with fingerprint minutiae 

shifted x-coordinate of fingerprint minutiae 

shifted y-coordinate of fingerprint minutiae 

angle associated with fingerprint minutiae 

height of an image/feature matrix 

width of an image/feature matrix 

hexagonal grid points 

equidistant spacing between grid points 

concatenation operation 

cryptogTaphic hash function 

simple hash function 

J accard similarity co-efficient 

hamming distance 

size of an iris codeword 

block size of an iris feature matrix 

feature space 

set of Bloom filters (iris) 

xxi 



Symbols 
- - ---- - - ---------------- ------~)Q(ii 

K 

T 

B 

XB 

JI( 

XK 

1[' 

Xr 

H(.) 

Hoo(.) 

e 

X e 

Kpru 

Xpru 

Kpub 

Xpub 

z 
X 

y 

f 

6.f 

N 

n 

m 

key matrix (iris) 

transformed template matrix (iris) 

Bloom filter feature vector (iris) 

random variable denoting B 

key feature vector (iris) 

random variable denoting OC 

transformed template vector (iris) 

random variable denoting 1I' 

information theoretic entropy 

minimum entropy 

privacy 

random variable denoting privacy 

set of private attributes 

random variable representing private attributes 

set of public attributes 

random variable representing public attributes 

side information 

set of primary biometric traits 

set of soft biometric traits 

privacy controlling parameter 

global sensitivity 

noise added to QBBS responses 

number of soft biometric traits 

number of query /responses for each soft trait 



PREFACE 

Biomet rics based aut hentication systems have garnered widespread popularity due 

to their various ac\vantages over contemporary token based systems. The core of a 

typical biometric framework consists of a database wherein the biometric data of 

the registered users get. stored. This database can either be stored locally ( e.g. in 

smart cards), or in a centralized manner ( e.g. servers). From a security point of 

view, the risks associated with such databases are alarmingly high. Theoretically, 

they can be subjecte<l to a wide variety of external attacks by an adversary, thereby 

compromising both the security and privacy aspects of the users. Some primary 

examples of these user predicaments include unauthorized access, privacy breach and 

even identity theft iu t he worst case. Considering the fact that biometric entries are 

mostly invariant with time, (i.e. they cannot be re-issued like passwords on being 

compromised) the stakes for protecting these unique entries become much higher. 

Researches in the area of biometric template security were initiated for enforcing ef­

fective countermeasures against biometric security threats. These semi-cryptographic 

techniques can be broadly classified into two categories based on their functioning 

methodologies- Biometric Cryptosystems ( or Biometric Encryption in some litera­

ture) and Cancelable Hivmetrics. Biometric cryptosystem based security schemes 

essentially associate a random key with the biometric values, thereby generating a 

secured token (referred to as Helper Data). This auxiliary piece of information is 

xxiii 



t . d · tlie database and subsequently used for facilitating during matching 
0 

sore m 
. n 

the other hand, cancelable biometric techniques function on the i<lea of protecting a 

biometric template via transforming it in a different domain (based on a distortion 

parameter derived from a key). An important feature of these schemes is that a 

fresh protected template can be generated on demand by altering/ issuing a new key. 

A major problem with the current biometric template protection schemes is simul­

taneous fulfillment of various security goals along-with providing acceptable recog­

nition accuracy rates. On an abstract level, these two properties are complemen­

tary. Even the essential security requirements such as irreversibility, unlinkability, 

information leakage and privacy preservation are not always concurrently realized. 

Importantly, both theoretical and empirical analysis of these properties are required 

for proving that any particular scheme complies with these requirements. This the­

sis is dedicated towards the development of secure biometric models which target to 

solve these issues. Attempts have been made to provide the aforementioned security 

and privacy notions, while not degrading the performance of the overall recogni­

tion system. In this thesis, secure frameworks based on the biometric modalities 

of fingerprint , iris and soft biometric have been proposed. In addition to main­

taining acceptable recognition rates, these frameworks have been both formally and 

empirically analyzed for the fulfillment of the aforementioned security properties. 

Biometric data are implicitly associated with some properties such as intra-class 

variations and spatial variability. This poses a significant problem while design­

ing proper biometric template protection schemes since these factors heavily affect 

xxiv 



the performance parameters. To manage such issues, the proposed security frame­

works in this thesis co11tain an ensemble of individual modules like pre-alignment 

and quantization. These functioning blocks mitigate the inherent 'errors' associated 

with biometric data, thereby facilitating the construction of a consistent framework. 

Another objective of this thesis is to successfully incorporate cryptographic ideas 

into the domain of biometric recognition. Although difficult due to the nature of 

biometric data, security notions such as cryptographic hash functions, perfect secrecy 

and differential privacy have been successfully integrated into the developed frame­

works. This procedure not only enabled in constructing robust models but also 

facilitated in rigorously proving the security properties with tight computational 

bounds. 
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