
List of Figures

1.1 Block diagram of a basic watermarking model. . . . . . . . . . . . . . 2

2.1 Different watermark techniques. . . . . . . . . . . . . . . . . . . . . . 18

3.1 Block diagram for watermark embedding procedure. . . . . . . . . . . 45

3.2 Block Diagram for Authentication bit Ab1 Generation. . . . . . . . . . 47

3.3 Block diagram for watermark extraction and image restoration pro-
cedure. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3.4 Test images used in our experiments (a) Lena (b) Cameraman (c)
Baboon (d) Own Photo (e) Group Photo (f) Number Plate (g) House
(h) Boat (i) Pepper. . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

3.5 Watermarked images (a) Lena (b) Cameraman (c) Baboon (d) Own
Photo (e) Group Photo (f) Number Plate (g) House (h) Boat (i) Pepper. 54

3.6 Tampered detection and restoration of Group Photo. . . . . . . . . . 55

3.7 Tampered detection and recovery of Group Photo at tampering rate
50 %. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

3.8 Tampered detection and restoration of Color Boat. . . . . . . . . . . 57

3.9 PSNR of restored content with respect to the tampering rates. . . . . 58

3.10 Reconstruction PSNR for Lena image under varying tampering rates. 58

4.1 Block diagram of watermark embedding procedure of a block . . . . . 66

4.2 Block diagram of recovery bits generation procedure . . . . . . . . . . 68

4.3 Block diagram of first authentication bit Ab1 generation procedure . . 69

4.4 Block diagram of second authentication bit Ab2 generation procedure 72

4.5 Block diagram of 12 bits watermark that will embed in each block of
cover image to generate watermarked image . . . . . . . . . . . . . . 73

4.6 Block diagram of content recovery procedures of a block . . . . . . . 74

4.7 Test images used in our experiments (a) Lena (b) Cameraman (c)
Woman (d) Baboon (e) Lena RGB (f) House RGB (g) Photo RGB
(h) Boat RGB. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

4.8 Watermarked image of (a) Lena (b) Cameraman (c) Woman (d) Ba-
boon (e) Lena RGB (f) House RGB (g) Photo RGB (h) Boat RGB.
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

xvii



4.9 (a)Watermarked image of Cameraman image (b) Object addition at-
tack (c) tampered detected area (d) Recovered image. . . . . . . . . 79

4.10 (a)Watermarked image of Photo RGB image (b) Object addition at-
tack (c) tampered detected area (d) Recovered image. . . . . . . . . 79

4.11 (a)Watermarked image of Cameraman image (b) Object removal at-
tacks (c) tampered detected area (d) Recovered image. . . . . . . . . 80

4.12 (a)Watermarked image of Boat RGB image (b) Object removal at-
tacks (c) tampered detected area (d) Recovered image. . . . . . . . . 80

4.13 (a)Watermarked image of Group Photo image (b) Cropping (50 %)
attack (c) tampered detected area (d) Recovered image. . . . . . . . 81

4.14 (a)Watermarked image of Group Photo RGB image (b) Cropping (50
%) attack (c) tampered detected area (d) Recovered image. . . . . . 81

4.15 Tampered images at various tampering rates. . . . . . . . . . . . . . 82

4.16 Tampered detected areas of image listed in figure 15. . . . . . . . . . 83

4.17 Recovered images after tampering at various tampering rates. . . . . 83

4.18 PSNR of restored content with respect to the tampering rates ∈[5 50]. 84

4.19 PSNR values comparison of content recovery with the host image Lena. 85

4.20 PSNR values comparison of content recovery with the host image
Baboon. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

4.21 PSNR values comparison of content recovery with the host image
Cameraman. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

5.1 Block diagram for watermark embedding procedure. . . . . . . . . . . 94

5.2 Block Diagram for twelve bit vector V with watermark value. . . . . . 96

5.3 Block Diagram for Authentication bit Ab1 Generation. . . . . . . . . . 98

5.4 Block Diagram for Authentication bit Ab2 Generation. . . . . . . . . . 99

5.5 Block diagram for watermark extraction and image restoration pro-
cedure. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101

5.6 Set 1. Test images used in our experiments (a) Lena (b) Cameraman
(c) Baboon (d) Own Photo (e) Group Photo (f) Number Plate. . . . 104

5.7 Tampered detection and restoration of Group Photo. . . . . . . . . . 105

5.8 Forgery detection and restoration of a Number Plate. . . . . . . . . . 106

5.9 PSNR of restored content with respect to the tampering rates. . . . . 109

5.10 Set 2. Test images (a) Color Lena (b) Color Boat (c) Color Woman
(d) Color Baboon (d) Color House (e) Color Pepper. . . . . . . . . . 110

5.11 Watermarked images of Set 2 test images as given in Fig 5.10. . . . . 110

5.12 Tampered detection and restoration of Color Boat. . . . . . . . . . . 111

5.13 Tampered detection and restoration of Color House. . . . . . . . . . . 112

5.14 Reconstruction PSNR for Lena image under varying tampering rates. 113

5.15 Reconstruction PSNR for Baboon image under varying tampering rates.114

6.1 Block diagram of watermark embedding procedure. . . . . . . . . . . 122

6.2 Block diagram of first authentication bit Ab1 generation. . . . . . . . 125

xviii



6.3 Block diagram of second authentication bit Ab2 generation. . . . . . . 126

6.4 Block diagram for watermark extraction and image restoration pro-
cedure. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 129

6.5 Set 1. Gray scale test images (a) Horse (b)Nature (c) Lena (d) Cam-
eraman (e) Baboon (f) Group Photo 1 (g)Building 1 (h) Building
2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

6.6 Watermarked images of Set 1. gray scale images of Fig. 6.5 . . . . . 134

6.7 Set 2. Color images (a) Color Lena (b)Color House (c) Color Couple
(d) Color Boat (e) Color Aircraft (f) Color Peppers (g)Color Baboon
(h)Color Group Photo . . . . . . . . . . . . . . . . . . . . . . . . . . 135

6.8 Watermarked images of Set 2. Test images of Fig. 6.7 . . . . . . . . 135

6.9 Object removal attacks and restored image of gray scale image “Horse”
(a) Watermarked Image (b)Object removal attacks (c) Level-1 tam-
pered detection (d) Levels -1,-2 tampered detection (e) Levels-1,-2, -3
tampered detection (f) Restored image . . . . . . . . . . . . . . . . . 137

6.10 Object removal attacks and restored image of color image “Boat” (a)
Watermarked Image (b)Object removal attacks (c) Level-1 tampered
detection (d) Levels -1,-2 tampered detection (e) Levels-1,-2, -3 tam-
pered detection (f) Restored image . . . . . . . . . . . . . . . . . . . 137

6.11 Object addition attacks and restored image of gray scale image “Cam-
eraman” (a) Watermarked Image (b)Object addition attacks (c) Level-
1 tampered detection (d) Levels -1,-2 tampered detection (e) Levels-
1,-2, -3 tampered detection (f) Restored image . . . . . . . . . . . . . 138

6.12 Object addition attacks and restored image of color image “House”
(a) Watermarked Image (b)Object addition attacks (c) Level-1 tam-
pered detection (d) Levels -1,-2 tampered detection (e) Levels-1,-2, -3
tampered detection (f) Restored image . . . . . . . . . . . . . . . . . 138

6.13 Cropping attacks and restored image of gray scale image “Group
photo” (a) Watermarked Image (b)Cropping(50 %) attacks (c) Level-
1 tampered detection (d) Levels -1,-2 tampered detection (e) Levels-
1,-2, -3 tampered detection (f) Restored image . . . . . . . . . . . . . 139

6.14 Cropping attacks and restored image of color image “Color group
photo” (a) Watermarked Image (b)Cropping(50 %) attacks (c) Level-
1 tampered detection (d) Levels -1,-2 tampered detection (e) Levels-
1,-2, -3 tampered detection (f) Restored image . . . . . . . . . . . . . 139

6.15 (a) PSNR of restored content with respect to the tampering rates
of the gray images. (b)NCC of restored content with respect to the
tampering rates of the gray images. . . . . . . . . . . . . . . . . . . . 140

6.16 (a) PSNR of restored content with respect to the tampering rates of
the color images. (b)NCC of restored content with respect to the
tampering rates of the color images. . . . . . . . . . . . . . . . . . . . 141

6.17 PSNR(dB) of restored “Lena” image under varying tampering rates. . 142

xix



6.18 PSNR(dB) of restored “Cameraman” image under varying tampering
rates. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142

6.19 PSNR(dB) of restored “Baboon” image under varying tampering rates.143

7.1 Block diagram of proposed watermark embedding procedure. . . . . . 152

7.2 Block diagram of proposed watermark extraction procedure. . . . . . 152

7.3 (a,e,i,m,q,s) Cover Images, (b,f,j,n,r,v) Original Watermark, (c,g,k,o,s,w)
Watermarked Images, (d,h,l,p,t,x) Extracted Watermark images. . . 157

7.4 (a, c) Watermarked of Photo and Lena Images after adding additive
Salt & Pepper noise of density 1.0; (b, d) Extracted watermarks . . . 158

7.5 (a, c) Watermarked of Photo and Lena Images after adding additive
Gaussian noise of density 0.1; (b, d) Extracted watermarks . . . . . . 159

7.6 (a, c) Watermarked of Photo and Lena Images after adding Speckle
noise of density 0.1; (b, d) Extracted watermarks . . . . . . . . . . . 159

7.7 (a, c) Watermarked of Photo and Lena Images after resizing attack(1024 →

512 → 1024); (b, d) Extracted watermarks . . . . . . . . . . . . . . . 160

7.8 (a, c) Watermarked of Photo and Lena Images after cropping attack;
(b, d) Extracted watermarks . . . . . . . . . . . . . . . . . . . . . . 160

7.9 (a, c) Watermarked of Photo and Lena Images after Histogram Equal-
ization; (b, d) Extracted watermarks . . . . . . . . . . . . . . . . . . 162

7.10 (a, c) Watermarked of Photo and Lena Images after JPEG Compres-
sion(Q=30)( b, d) Extracted watermarks . . . . . . . . . . . . . . . . 162

7.11 (a, c) Watermarked of Photo and Lena Images after Motion Blur; (b,
d) Extracted watermarks . . . . . . . . . . . . . . . . . . . . . . . . 163

7.12 (a, c) Watermarked of Photo and Lena Images after Median Filtering
9× 9; (b, d) Extracted watermarks . . . . . . . . . . . . . . . . . . . 163

7.13 (a, c) Watermarked of Photo and Lena Images after Average Filtering
13× 13; (b, d) Extracted watermarks . . . . . . . . . . . . . . . . . 164

7.14 (a, c) Watermarked of Photo and Lena Images after Gamma Correction(γ =
0.6); (b, d) Extracted watermarks . . . . . . . . . . . . . . . . . . . 164

7.15 (a, c) Watermarked of Photo and Lena Images after Log Transfor-
mation( b, d) Extracted watermarks . . . . . . . . . . . . . . . . . . 164

7.16 (a, c) Watermarked of Photo and Lena Images after Sharpen Attack;
(b, d) Extracted watermarks . . . . . . . . . . . . . . . . . . . . . . 165

7.17 (a)Watermarked Image; (b) Watermark Image; (c) Extracted water-
mark with entering valid Keys and parameters of Arnold Cat Map;
(d) Extracted watermark with entering fake Keys and parameters of
Arnold Cat Map . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165

xx


