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Introduction

In modern era, communication and data sharing via noisy channels like internet
are exceedingly common. Therefore, to ensure the confidentiality and integrity of
data transmitted between two or more systems remains the paramount concern.
Coding theory [81, 83, 110] is the study of mathematical techniques to construct
different types of codes as their suitability for particular applications. Codes serve
various purposes, such as data compression, error detection, error correction, data
transmission, and data storage. Cryptography [69, 92, 119] is the study of mathe-
matical techniques concerning information security including data integrity, data
confidentiality, data authenticity and non-repudiation. Researchers worldwide de-
sign various cryptographic protocols and analyze their security.

In 1849, Euler [47] published a paper introducing a new theory on Latin squares
with the property of being pairwise orthogonal, termed as mutually orthogonal
Latin squares (MOLS). In subsequent years, Cayley [33] introduced the concept
of group multiplication tables, and demonstrated that such tables could be viewed
as a bordered Latin squares. In 1935, Moufang [95] first introduced the term quasi-
group and later referred to the term loop as a quasigroup possessing an identity
element. The versatility of quasigroups themselves, with their properties and
existence of quasigroups of specific order enables their application in diverse the-
ories encompassing coding theory, cryptography, telecommunications and beyond
[11, 32, 33, 35, 116].

A quasigroup by definition, does not have the associative property, which is
defining characteristic of a group. Hence, we can say every group is a quasi-
group not the other way around. The properties such as closure and inversion of
elements of quasigroups offers valuable functionality in the design of various cryp-
tographic primitives. In Figure 1, various generalizations between groupoid and
group are given. The associative structures like groups, rings, and finite fields have
been widely employed in the development of diverse cryptographic primitives and
codes. Similarly, Dénes and Keedwell [31-35] have done extensive research on the
application of non-associative structures like quasigroup in designing the various
cryptographic primitives. Latin squares, which serves as a fundamental combina-

torial structure for quasigroups have found wide applications in coding theory and
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Figure 1: Algebraic structures between groupoid and group

cryptography [33-35]. This has spurred researchers worldwide to explore various
aspects of Latin squares, including enumerating Latin subsquares [35], transversals
of Latin squares, studying Latin squares which are pairwise orthogonal, namely
mutually orthogonal Latin squares, etc. For an introductory understanding of
the theory related to Latin squares and their applications, a reader may refer to
[11, 33].

In 2009, Markovski et al. proposed a secure hash function, named NaSHA
[90], using quasigroups. The security of NaSHA relies upon various factors in-
cluding the quasigroup string transformations, number of isotopies exists for a
given quasigroups, number of quasigroups of particular order, etc. In the same
year, Gligoroski et al [60] proposed another secure hash function Edon-R, whose
security relies on solving the system of quasigroup operations and finding the or-
der of elements in a quasigroup. Later, various cryptographic schemes have been
designed using quasigroups, which we discuss in subsequent part of the thesis.

Latin squares also find diverse practical applications, including the design of
statistical experiments, construction of error-correcting telegraph codes, genera-
tion of magic squares, and messages encoding. The orthogonal properties of Latin
squares and quasigroups render them suitable for application in coding theory
[29, 33, 76]. In 2007, Gligoroski et al. [59] proposed an error-correcting code based
on quasigroup transformations. To design such type of codes, they utilize an en-
cryption scheme based on quasigroup transformation and produce non-linear and
almost random codes. The authors compare their code with Reed-Muller (RM)
code of rate 3/16 that can recover up to 7 errors in 32 bits, however the proposed
non-linear code can correct even 5 errors in 16 bits which is much better than RM

code.
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Motivation/Objective of the Thesis

Quasigroups find wide applications in the design of various cryptographic primi-
tives, including S-boxes [20], block ciphers [5, 87, 122], stream ciphers [88, 99, 131],
hash functions [125], secret sharing schemes [56], message authentication codes [27]
and in numerous other areas. For detailed survey on the application of quasigroups
and Latin squares in cryptography and coding theory, readers are encouraged to
refer [75, 116].

Consequently, the development of new efficient codes and cryptographic primi-
tives based on quasigroups is a fascinating area of research. Driven by this motiva-
tion, we aim to develop new codes that are efficient than classical codes to detect
burst errors resulting from noisy channels or any physical damage to information
carriers (such as, USB and CDs). Similarly, the construction of MDS codes is also
part of our research. In literature, numerous codes which can detect errors caused
by noisy channels and MDS codes based on quasigroups exists. In this thesis, we
construct the following two types of codes:

e First, we propose a new check block/character system using T-quasigroups
to detect burst-type of errors. Subsequently, we analyze the error-detecting
capabilities of the proposed check block system. Additionally, we will prove
that the proposed check block system requires lesser number of field oper-
ations than Reed-Solomon code to detect single position error. Finally, we
demonstrate its applicability in ISBN, SSN and bank routing number.

e Following that, we propose a class of 2-recursive and 3-recursive MDS codes
over (? by utilizing the strong orthogonality of quasigroups and extended
invertibility of k-ary operations over (), where () is a finite commutative

ring.

Quasigroup holds significant potential for applications in cryptography, span-
ning both symmetric and public-key cryptography. This research aims to develop
cryptographic protocols leveraging the fundamental characteristics of quasigroups.
Concurrently, we aim to enhance the efficiency and security of the proposed cryp-

tographic protocols using the properties and structure of quasigroups.

e We propose a symmetric encryption scheme utilizing a chaining-like mode
of operation. Unlike conventional chaining modes such as CBC or CFB, our
scheme employs transformed initial vectors to encrypt subsequent blocks.
We prove that the proposed scheme is IND-CPA secure and subsequently it
achieves IND-CCA2 security after applying the unbalanced Feistel transfor-

mation.
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Moreover, we analyze the computational complexity and entropy of the pro-
posed encryption scheme. Simultaneously, compare the results with existing
lightweight block ciphers based on quasigroups, such as INRU [122] and
BCWST [21]. This comparison proves that the proposed scheme can be
utilized in designing different lightweight cryptographic primitives.

In literature, different public key cryptographic protocols has been proposed
using quasigroups to achieve quantum security including MQQ-SIG [61],
MQQ-ENC [62] etc. The security of MQQ-SIG [61] and MQQ-ENC [62]
scheme relies on solving the system of multivariate polynomials over finite
field. However, Faugére et al. proved in their work [48] that MQQ-SIG [61]
and MQQ-ENC [62] schemes are vulnerable to polynomial-time key recovery
attacks.

This motivates us to design a quantum secure digital signature scheme which
is more efficient and secure than MQQ-SIG scheme. Therefore, we propose a
new signature scheme using MQQ motivated by the idea of Rainbow scheme
for a single field equation. The proposed scheme exhibits resilience against
Direct attack, Min-rank attack, High-rank attacks and Differential attack.
Additionally, it is also secure against Existential unforgeability under chosen
message attack. We prove that after applying the transformation proposed
by Wang et al. [126] to the proposed scheme, it is infeasible to find an
equivalent good key in polynomial time.
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