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ABSTRACT

This paper introduces a Relay Integrity and Anomaly Detection (RIAD) scheme designed to enhance the reliability of Setting

Group-based Adaptive Overcurrent (SGAO) protection systems. The RIAD mechanism improves relay configuration awareness

and mitigates potential failures due to misconfigured relays or cyber intrusions targeting relay settings. To validate the perfor-

mance of SGAO and the proposed RIAD, a comprehensive cyber-physical power system testbed was developed and implemented
within the CIGRE 7-bus AC microgrid. This field-level testbed, featuring IEC 61850-based Hardware-in-the-Loop (HIL) exper-
imentation with Real-time Digital Simulation (RTDS) and industry-grade relays such as SEL 421, 751, and 311C, along with an
automation controller (SEL RTAC 3530-4) for logic implementation, provides a precise timeline analysis of events. The testbed
highlights the significance of validating enhanced SGAO schemes under real-world conditions, ensuring robust relay settings

and coordination even in the presence of communication failures, misconfigurations, or cyber-attacks.

1 | Introduction

Conventional power system protection schemes are often in-
adequate in effectively addressing the unique challenges pre-
sented by microgrid systems, which involve bidirectional power
flow and diverse network configurations. The variability of
fault currents across different configurations exacerbates the
issue and compromises the effectiveness of overcurrent (OC)-
based protection coordination. To address these challenges,
researchers have proposed adaptive OC protection schemes
based on relay setting groups (SGs). In standard SG-based
protection schemes, the active setting within a predetermined
SGs is selected based on the prevailing operating conditions of

the microgrid. These conditions include the mode of operation
(e.g., grid-connected or islanded), network topology, distrib-
uted generator (DG) integration, and other pertinent factors.
The literature emphasizes methods and techniques for deter-
mining these relay settings optimally, with a focus on ensur-
ing proper coordination between the relays. This optimization
aims to minimize the overall operating time, reduce the com-
putational complexity involved in calculating these settings,
and accommodate various operating conditions as previously
mentioned. An OC protection scheme for dual-setting direc-
tional OC relays is proposed in [1], considering the limita-
tions on the number of SGs in such relays. In [2], the relay
coordination objective function is revised to incorporate N-1
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contingency considerations. The influence of interconnected
transmission networks on microgrids, along with their inher-
ent uncertainties, is addressed in [3]. Further, [4] employs a
hybrid Artificial Neural Network (ANN) and Support Vector
Machine (SVM) approach for improved topology identifica-
tion, facilitating the deployment of an SG-based OC protec-
tion scheme. Notably, the power network models utilized in
these studies are developed using DIgSILENT Power Factory
for data extraction, while MATLAB serves as the central plat-
form for algorithm implementation and operation execution.
However, there is minimal focus on the communication in-
frastructure required for relay SG updates and event timeline.

Adaptive protection schemes in the literature primarily focus on
assessing technique performance under various operating con-
ditions. Notably, [5] integrates GAMS, AMPL, and MATLAB
to develop adaptive OC protection strategies, accommodating
scenarios such as load loss, line generation, and relay misco-
ordination induced by DG injections. Constraint Reduction
Method was proposed to reduce the complexity and enhance
the performance of adaptive protection systems, amidst vary-
ing DG sizes, locations, and system configurations [6]. Studies
[7, 8] introduced robust numerical relays designed using fast
recursive discrete Fourier transform and fuzzy logic decision-
making modules and a differential evolution algorithm, re-
spectively. Additionally, [9] employed a Mixed-Integer Linear
Programming (MILP) method to determine optimal relay set-
tings. The protection of networked microgrids was addressed in
[10], where a nonlinear programming-based algorithm, along
with k-means clustering, was utilized to categorize optimal
relay settings for different network topologies. Despite the com-
prehensive discussions on the proposed schemes [5, 8-10], there
remains a gap in the actual integration of communication sys-
tem. Such integration is crucial for facilitating real-time analysis
of event timelines and updating relay settings. These schemes
rely on a centralized MATLAB platform, with the assumption of
dependence on the communication system for retrieving system
states and updating relay settings.

In order to assess the feasibility of adaptive OC protection
schemes in practical applications, several studies have utilized
real-time simulation platforms for verification purposes. In
[11-13], Real-Time Digital Simulator (RTDS)-based Hardware-
in-the-Loop (HIL) setup is employed, with [11] focusing on the
coordination of OC relays in AC microgrids and [12] exploring
optimal OC relay settings in multimicrogrids with fault cur-
rent limiters. In [13], a Programmable Logic Controller (PLC)
is utilized for implementing SG changes. However, it remains
unclear whether communication protocols were employed in
the HIL setup for information exchange among the hardware
components. Further, [14] conducted real-time analysis using an
OPAL-RT platform with a digital relay, while [15] validated an
SG-based OC protection scheme on an RTDS platform with a
Numerical Relay Development Environment (NRDE) [16], not-
ing backup provisions for communication failures. However,
the communication aspects of the microgrid were not addressed
during HIL verification. An OC protection scheme for wind
farms employing gray wolf optimization and a fuzzy logic con-
troller was introduced in [17], with implementation on a Field
Programmable Gate Arrays (FPGA) board and MATLAB inte-
gration. Basic adaptive OC protection schemes were examined

in [18] and [19] using RTDS-based and OPAL-RT-based HIL
setups, respectively, incorporating digital relays to assess fea-
sibility. Notably, [18] included a PC with DNP3 and IEC 61850
GOOSE communication, representing a cyber-physical system.
The validation of SG-based adaptive OC (SGAO) protection
schemes with a focus on both cyber and physical domains of
power systems was the core of [20, 21], with [21] employing an
IEC 61850-based testbed and industrial relays. The verification
and analysis techniques used in these works are summarized in
Table 1. However, adaptive protection schemes in the literature
often overlook critical aspects, such as relay misconfiguration.
Additionally, the application of IEC 61850 GOOSE in controlling
SGs [6, 9, 11, 15, 18, 20, 21] introduces vulnerability to cyber-
attacks [32].

Numerous studies have explored cyber-attacks on protection
systems, including false data injection on line current differ-
ential relays [25-26], transmission line protection compromise
[28, 29], stealthy transformer tap manipulation [27], distance
protection and circuit breaker control breaches [30], attack tar-
geting breaker failure protection [31], and synchronization dis-
ruption in synchronous generator [33]. However, the literature
lacks an examination of relay misconfiguration within adaptive
protection schemes, a potentially critical vulnerability to cyber-
attacks altering relay SGs stealthily. The consequence of such
cyber-attacks could manifest as either an unintended or false
trip of circuit breakers during non fault periods, or conversely, a
failure of circuit breakers to trip during actual faults. These sce-
narios may lead to significant repercussions such as increased
load shedding, or in extreme cases, endangering customer safety.

This research paper addresses the limitations in analyzing and
implementing SGAO protection schemes with optimal relay set-
tings for relay coordination through a near-practical field-level
cyber-physical testing environment. With the increasing reli-
ance on communication networks in modern power systems, the
paper primarily focuses on addressing relay misconfiguration
caused by cyber intrusions through the proposed Relay Integrity
and Anomaly Detection (RIAD) scheme. Additionally, high-
precision experimentation, including the operation of SGAO
integrated with the RIAD and its response to cyber intrusions,
provides critical insights for the successful implementation
of protection schemes in practical applications. This compre-
hensive analysis enables a deeper understanding of protection
schemes, facilitating informed decision-making and improving
reliability in real-world scenarios.

To this end, the paper makes the following contributions:

1. Development of a specialized field-level cyber-physical
power system testbed based on the IEC 61850 substation
protocol, specifically designed for the analysis of the pro-
posed SGAO protection schemes.

2. Implementation of hardware synchronization using an in-
dustrial satellite clock to ensure precise timeline analysis
of protection and anomaly events, enabling analysis at the
nanosecond level.

3. Incorporation of a data packet modifier in the network do-
main to assess the impact of deliberate cyber intrusions on
the performance of the protection system.
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TABLE1 | Verification and analysis techniques.

Cyber- Cyber- Relay
Reference Tools Real-time HIL physical Time sync. intrusion SG-misconfig.
[1-4] A,B — — — — — —
[6,7,9,22,23] B — — _ _ _ _
[5] B, AMPL, GAMS — — — — — —
[17] B, FPGA * v/ _ _ o o
[11,12] D,E v v — — _ _
[15] D, NRDE [16] v v — — _ _
(19] C,E v v — — — _
[13] D,E, PLC 4 v * — — —
(14] C,E v v * — — —
[18, 20] D,E v v/ v — — —
[21] C,E v v v — — —
[24] C v/ v — — v/ _
[25, 26] PSCAD/EMTDC — — — — v —
[27] B — — — — v/ —
[28] C—HYPERSIM — — — — v —
[29, 30] D,E 4 v 4 v v —
[31] PSCAD/EMTDC v v v v v —
Proposed D, E, MG v v v v v v
Controller,
Satellite Clock

Note: *not mentioned, A: DIgSILENT B: MATLAB/SIMULINK, C: OPAL-RT, D: RTDS, E: Digital Relay

4. Introduction of an anomaly detection mechanism, RIAD,
designed using logic compliant with the IEC 61131-3 stand-
ard, to inspect relay misconfigurations within the SGAO
protection schemes.

Through these contributions, the paper aims to enhance the reli-
ability of protection schemes for modern power systems, offering
valuable insights for their practical implementation in field sce-
narios. Monitoring relay settings via predictive alarming gives
engineers the necessary data to keep power system protection
components online and avoid expensive downtime. This paper
utilizes the SEL Real-Time Automation Controller (RTAC) to
build an automated RIAD mechanism to continuously monitor
and validate many of the components identified in the NERC
PRC-005 standard, including verification of commissioned in-
telligent electronic devices (IED) settings and communication-
assisted protection channel integrity.

The remaining sections of this paper are structured as follows.
Section 2 provides an overview of the SGAO protection scheme
with optimal relay settings for relay coordination and RIAD
mechanism for reliable protection operation. In Section 3, we
present a detailed description of the developed cyber-physical
power system testbed. Section 4 discusses the implementation

of the SGAO scheme, integrated with the RIAD mechanism,
within the proposed testbed. The results, including analysis of
various protection actions and responses to cyber intrusions, are
presented in Section 5. Finally, Section 6 concludes the paper
and summarizes the key findings.

2 | Enhanced Adaptive OC Protection Through
Relay SG Awareness Mechanism

The Federal Energy Regulatory Commission (FERC) oversees
the North American Electric Reliability Corporation (NERC),
which is tasked with enhancing the reliability of the bulk elec-
tric system (BES) in North America. Protective relays and the
associated communication systems fall under the definition
of protection systems as outlined in NERC PRC-005-2, which
is updated to adapt to new and evolving protection system
components. Adhering to this standard necessitates develop-
ing a thorough protection system maintenance program and
carrying out maintenance activities on a regular basis. By
leveraging the inherent functionality of the proposed RIAD
mechanism and the communication capabilities of modern
IEDs, an automated system can be implemented by engineers
to enable real-time monitoring, validation, and reporting of
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power system components. This approach provides improved
protection system awareness, detects improperly configured
IED settings that could otherwise remain undetected, and
facilitates the maintenance and validation testing processes
for all monitored critical protection relays. Additionally, it can
document the behavior of power system components during
fault events and cyber anomalies under different operational
and topological conditions. The RTAC is used to build an au-
tomated RIAD mechanism that continuously monitors and
validates commissioned IED settings and the integrity of
communication-assisted protection channels.

2.1 | Introduction: Test System and Its Associated
Protection Scheme

The 7-bus AC microgrid system in Figure 1 is used to demon-
strate and validate the features and capabilities of the adaptive
protection scheme and the proposed RIAD mechanism using the
developed cyber-physical testbed [15, 34]. The microgrid with a
nominal voltage of 13.2kV and frequency 60Hz is connected
with a utility grid with a nominal voltage of 138kV through a
transformer and the switch S1 at the point of common coupling
(PCC) facilitates this connection. In the 7-bus system, there are
three DGs incorporated out of which 1.74 MW PV source at Bus
3 and 2 MW wind energy source at Bus 5 are inverter interfaced
and a 5.5 MVA diesel generator at Bus 7 is synchronous machine
based. In the event of islanding, the diesel generator stabilized
the system voltage and frequency.

With the operation of S1, SW1, and SW2, the system can take
four major operating modes based on whether the system is
grid connected (GC) or islanded (IM) and whether the system
is in mesh or radial configuration. Table 6 lists the different
operating modes of the system, namely, Grid Connected Mesh
(GCM), Islanded Mesh (IMM), Grid Connected Radial (GCR),
and Islanded Radial (IMR). The incorporated test system ac-
curately captures challenges such as fault current variability,
modes of operation, and network topology, which commonly
arise in actual AC microgrids with multiple generation sources.

FIGURE1 | The 7-bus AC microgrid test system.

By reflecting practical scenarios, it demonstrates the system's
effectiveness in a comprehensive context, thereby validating its
performance in realistic applications. For each mode, the table
also specifies the status of switches in the network and the cor-
responding relay word bits, referred to as virtual bits, which are
necessary to control the SG state. SGs are predefined configura-
tions within the numerical relays that change according to oper-
ating conditions [35].

Directional OC relays are installed at both ends of each feeder
in the network. In a mesh system, a total of 14 relays are op-
erational, whereas in a radial system, Relays 13 and 14 remain
inactive as the associated line is not engaged. The Current
Transformer Ratio (CTR) of each relay is computed by consid-
ering the maximum fault current and maximum load current
for all feasible configurations [10, 36, 37], as described in the fol-
lowing equation:

CTR, = max(Ii L ) D

L,max,n’ % fimax,n

where n is the relay number and i are different network con-
figurations possible. This equation ensures that the current
transformer (CT) ratio (CTR) is capable of handling the greater
of either the maximum load current I"L,mu‘n or the adjusted
maximum fault current iol}’max’n, without causing saturation.
The division of the maximum fault current by 20, which rep-
resents the Accuracy Limit Factor (ALF) or the rated accu-
racy limit current, is based on standards specified by IEEE
C57.13 and IEC 60044-1 for CTs of the C100 and 5P20 classes,
respectively. These CT classes are designed for OC relays in
protection applications, particularly for feeder protection. The
standards ensure that the CT operates accurately under both
load and fault conditions without exceeding acceptable lim-
its. Saturation occurs when the magnetic core of the current
transformer is subjected to excessively high current, resulting
in a nonlinear response that produces a distorted output signal.
This distortion can lead to inaccurate current measurements
and compromised protection system performance. Thus, this is
critical for maintaining the accuracy and reliability of current
measurement and protection relay operation. For consistency,
a secondary current of 1 A is considered for the CTs, and the
CTR values are selected as multiples of 100. The primary and
backup relay (PR and BR) pairs are optained using LINKNET
structure based algorithm [11, 38] where the network connec-
tion details are fed to obtain the PR and BR pairing. The CT ra-
tios for each relay and the corresponding PR-BR combinations
for all four operating modes of the 7-bus microgrid are given
shown in Table 2.

Furthermore, SGAO is enhanced by integrating a group
awareness mechanism to mitigate potential vulnerabilities.
Conventional protection schemes rely on relays configured with
the assumption that control commands for SG changes from the
microgrid controller are authentic. Failure to authenticate these
commands can result in cascading system outages, leading to
increased customer load shedding. In the worst-case scenario,
this failure may result in a complete blackout. Conversely, the
system may fail to respond to faults, posing a significant risk to
both line workers and customers.
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TABLE 2 | CTR and PR-BR pairing for the relays.

Mesh Radial

PR CTR BR1 BR2 BR1 BR2
R1 800 — — — —
R2 100 R8 R4 RS R4
R3 200 R8 R1 R8 R1
R4 100 R14 R6 R6 —
R5 200 R14 R3 R3 —
R6 100 R10 — — —-
R7 200 R4 R1 R4 R1
R8 200 R12 R9 R12 R9
R9 100 R5 — — —
R10 200 R12 R7 R12 R7
R11 200 R9 R7 R9 R7
R12 200 R13 — — —
R13 200 R12 R3

R14 200 R11 —

2.2 | Conventional SG-Based Adaptive Protection
and Protection Coordination

The adaptive protection scheme employed in the test AC mi-
crogrid is a widely accepted approach designed to account for
varying operational conditions, such as grid-connected and is-
landed modes of operation, as well as radial and meshed net-
work topologies with dynamically changing fault current levels.
Adaptive protection enables real-time adjustments to the SGs
of the protective IEDs by utilizing switch status information
from S1, SW1, and SW2 to determine the system's operational
mode, as outlined in 6. This approach enhances the network's
reliability and resilience under these operating conditions, pre-
venting unnecessary or missed tripping during diverse fault sce-
narios [10, 11, 39]. The flowchart illustrating the adaptive OC
protection scheme is depicted in Figure 2. To determine the op-
timal relay settings for each operating mode, a combination of
DIgSILENT Power Factory and MATLAB is utilized which is a
commonly employed offline technique in the literature [1-3, 40].

In the adaptive OC protection scheme, the determination of PR-
BR pairs for each operating mode is initiated by employing the
LINKNET structure-based algorithm. Subsequently, a load flow
analysis is conducted to ascertain the maximum load current
(I max)» While a short circuit analysis is performed to obtain the
minimum fault current (I,,;,) by applying the least severe fault
at the far end of the line, as well as the maximum fault current
(Itmax) by applying the most severe fault at the near end of the
line. The fault currents at the corresponding backup relays are
also recorded during this analysis. These collected data are then
utilized to solve an optimization problem aimed at determin-
ing the optimal relay settings. The obtained relay settings are
subsequently stored in the corresponding SGs within the digital
relays.

’ Operating mode numberi=1 ‘

DIgSILENT

Read network data

Obtain PR-BR pairs

’ Perform loaf flow and short circuit analysis ‘ i=i+1l
¢ A
| Obtain |L,max: If,min and If,max

v

’ Calculate optimal settings for relays '

v

Store the settings in the
corresponding SG or the OC relays

MATLAB

DIgSILENT

No

FIGURE 2 | The process for finding optimal relay settings.

2.3 | Calculation of Optimal Relay Settings

The relay setting optimization problem is formulated to deter-
mine the optimal values for the Pickup Setting (PS) and Time
Dial Setting (TDS) of the relays. The objective is to minimize the
total operating time of the relays, taking into account both the
primary relays (PR) and their corresponding backup relays (BR).
The optimization problem can be defined as follows:

N M
min< Z lprn t < Z tBR,m>> (@)
n=1 m=1

where
0.14
t, = TDS, x W .
Ps,
S.t,

PSpinn S PSy < PSpgyp @
DS, < TDS, < TDS, . )
LpR min < tprn = PR max (6)
tgrm — tprn = MTI @)

Equation (2) represents the objective function (OF) of the optimi-
zation problem. In this equation, fpg , denotes the operating time
of the “n-th” primary relay when a three-phase fault occurs at
the near end of the line. Similarly, ¢z ,, represents the operating
time of the “m-th” backup relay (BR) associated with the PR for
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the same fault scenario. “N” represents the total number of relays,
while “M” indicates the number of BRs backing up the “n-th” PR.

The relay operating time is determined using the standard in-
verse curve specified in IEC 60255, as defined in (3). This equa-
tion incorporates the OF variables, namely, PS, (Pickup Setting)
and TDS,, (Time Dial Setting), which introduce non-linearity to
the function.

Among the four constraints applied to the optimization prob-
lem, (4) and (5) serve as boundary constraints for the variables.
In these equations, and PS,,;, , and PS,,,. , represent the lower
and upper bounds, respectively, for the pickup setting of the
“n-th” relay. Similarly, TDS,,;, and TDS,,,, establish the lower
and upper bounds applicable to all relays. These bounds are de-
termined based on specific criteria. To ensure selectivity of the
relays between overloaded situations and minimum fault con-
ditions, the value of PS,,;, is set to 1.5 times the maximum load
current (I, ,,q,)- Furthermore, to ensure that the relays remain
sensitive to the minimum fault under consideration, PS,,,, is set
to 0.66 times the minimum fault current (y,,,;,) [11, 15, 41-43].
The range of TDS values depends on the relay operating curve,
and for this study, the lower and upper bounds of 0.05 and 5 s,
respectively, have been chosen for TDS.

Equations (6) and (7) represent nonlinear constraints in the opti-
mization problem. The operating time of the primary relay (PR)
for a fault within its zone is bounded by tpg .1, and tpg yqy» Which
are specified as 0.2 and 2 s, respectively. These settings were
chosen based on standard relay coordination practices to ensure
a minimum operating time while preventing excessive delays in
the relay's response to a fault [11, 41]. The constraint in (7) en-
sures a minimum time interval (MTI) for the operation of the
backup relay (BR), thereby ensuring proper relay coordination.

TABLE 3 | Optimal relay settings for different operating modes.

The nonlinear optimization problem is solved in the MATLAB
environment (Figure 2) using the Sequential Quadratic
Programming (SQP) method. The obtained relay settings are
presented in Table 3.

2.4 | Relay Integirty and Anomaly
Detection Scheme

This section outlines the proposed RIAD scheme aimed at en-
hancing the robustness of centralized SGAO protection schemes.
This entails the implementation of a comprehensive real-time
maintenance scheme, potentially leveraging centralized auto-
mated monitoring and logical systems compliant with the IEC
61850 and IEC 61131-3 standards. Traditional SGAO protection
schemes operate under the presumption that the SGs are au-
thentic. This framework seeks to augment relay configuration
awareness and mitigate potential relay failures stemming from
misconfigurations or cyber intrusions targeting SGs. This ap-
proach facilitates the prevention of downtime and enables predic-
tive maintenance. The scheme relies on the utilization of the SEL
3530-4 RTAC to monitor and validate critical settings and assess
communication integrity. The integration of these measures sig-
nificantly improves the reliability and effectiveness of SGAO.

The proposed RIAD scheme relies on feedback signals, carrying
the active SG status, transmitted by the connected relays com-
pliant with the GOOSE protocol, as depicted in Figure 3. These
signals are dispatched at the prevailing GOOSE broadcasting
rate within the system, which offers multiple advantages:

« Communication efficiency: Reducing communication traf-
fic, mitigating network congestion and ensuring that other
systems remain responsive and efficient.

GCM IMM GCR IMR

PR PS TDS PS TDS PS TDS PS TDS
R1 0.706 0.092 — — 1.295 0.089 — —
R2 1.400 0.077 2.070 0.064 0.361 0.066 0.453 0.061
R3 4.279 0.05 0.774 0.134 1.303 0.05 0.639 0.05
R4 5.723 0.05 1.328 0.05 0.761 0.097 0.100 0.056
R5 2.695 0.053 0.668 0.076 1.024 0.055 0.307 0.072
R6 1.509 0.075 1.400 0.150 — — — —
R7 3.380 0.05 1.51 0.128 1.569 0.051 1.493 0.05
R8 1.340 0.059 0.361 0.089 1.559 0.052 1.742 0.05
R9 2.985 0.053 0.585 0.054 0.168 0.105 0.207 0.086
R10 3.024 0.05 2.740 0.090 0.808 0.059 0.487 0.053
R11 1.711 0.055 0.693 0.321 0.308 0.080 0.526 0.05
R12 2.838 0.05 1.042 0.675 1.387 0.05 1.521 0.05
R13 3.760 0.05 1.012 0.683
R14 3.245 0.05 0.986 0.283
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reporting)
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FIGURE 3 | Process flow for relay configuration validation.

« Bandwidth conservation: Messages are transmitted as nec-
essary to preserve communication integrity, rather than in-
cessantly, thereby saving bandwidth.

« Priority handling: Critical events receive prioritized trans-
mission, ensuring lower latency crucial for real-time opera-
tions of the proposed RIAD scheme.

« Real-time data delivery: Ensuring that relevant data are
delivered to the centralized controller (RTAC) with mini-
mal delay, determined by the quality of the communication
system.

The verification process consists of two stages: mutual valida-
tion and global validation, as shown in Figure 3. Mutual vali-
dation ensures that all relays are configured with the same SG,
triggering an alarm if discrepancies in active settings are iden-
tified, thereby identifying the misconfigured relay. Conversely,
global validation ensures that relay settings align with the actual
network topology. Potential failures in mutual validation may
stem from faults, attacks, or communication breakdowns within
individual relays, whereas global validation failures could result
from cyber-attacks targeting communication channels trans-
mitting SGs control commands. It is assumed that attackers
possess knowledge of the power system and communication in-
frastructure, enabling stealthy and strategic manipulation of ac-
tual control commands received by relays. However, it is worth
mentioning that deviations from preset logic prompt default SG
activation (i.e., SG1), mitigating potential risks.

3 | Cyber-Physical Testbed

The cyber-physical power system testbed presented in this study
is built using the RTDS platform and incorporates industrial
relays, a microgrid controller, and a satellite clock. Figure 4 il-
lustrates the connection diagram, and Figure 5 showcases the
laboratory setup of the HIL testbed. Table 4 presents a list of
the hardware tools employed in the development of the proposed
cyber-physical testbed, along with their respective purposes.

D Antenna

RTDS

NovaCor E

SEL RTAC
SEL 421
(LN

|—+ SEL 311C |

GTNeTx2 _+——+ i

SEL 2401

GTSYNC A A
SEL
751
-
G 4
T
A _| Voltage and =
o | Current
Amplifier

o————o Fiber Optic ——> Low Level Analog

- High Level Analog

=——a Ethernet

FIGURE4 | Diagram of cyber-physical testbed showing means of in-
terconnection of equipment.

Additionally, Table 5 lists the software tools employed and pro-
vides an overview of their roles in the development process.

3.1 | RTDS and Interfacing

A real-time simulation platform based on RTDS is utilized for
simulating the power network within the testbed. This platform
offers various options for interfacing with external devices. The
GTAO card, an analog signal interface card, is employed to pro-
vide the required bus voltage and line current signals for the re-
lays. The GTAO card enables the provision of low-level analog
signals within the + 10V range. To facilitate communication
network-based interfacing, the RTDS system incorporates the
GTNETx2 card, which supports multiple network communica-
tion protocols. In this testbed, the GTNETx2 card is utilized for
implementing the GOOSE protocol.

3.2 | Relays and Microgrid Controller

The industrial numerical relays are employed in the HIL experi-
ments within the testbed to ensure a close representation of real-
world field setups. This facilitates the seamless implementation
of developed protection schemes once they have been verified.
Although the relays SEL 421, SEL 751, and SEL 311C used in the
testbed serves specific purposes, all of them incorporate suffi-
cient protection elements for effective application in distribution
system OC protection. To amplify the low-level analog signals
from the GTAO card to levels compatible with the back panel
input of the relays, a voltage and current amplifier is employed.
Given the limitation in the number of output channels in the
amplifier, high-level signals are directed to the SEL 421 relay,
while the remaining relays are operated through the low-level
test interface.
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FIGURES5 | Laboratory setup of cyber-physical testbed showing major equipment and software used.

To implement centralized SG change logic and RIAD mech-
anism, a SEL RTAC 3530-4 microgrid controller is integrated
into the testbed. The RTAC serves as a data concentrator and
communication gateway, featuring an integrated IEC 61131
programming environment for executing control logic and al-
gorithms using industry-standard languages like Continuous
Function Chart (CFC) and Structured Text (ST). It also sup-
ports GOOSE communication. Leveraging these capabilities,
the RIAD mechanism monitors and validates IED SGs in
substations, simplifying power system maintenance across
various substation topologies. RIAD outputs include SG con-
trol commands as virtual bits and Boolean alerts, providing
status information on connected relays. Communication pro-
tocols are configured in acSELerator RTAC to retrieve relay
SG status points at GOOSE transmission rates, feeding them
into function block inputs for processing. These inputs are
monitored for significant status mismatches based on user-
specified logic, with outputs stored in a virtual tag list for
post-analysis.

3.3 | Time Synchronization

Ensuring synchronized timesteps across all devices within the
cyber-physical testbed is crucial for accurate analysis of fault
scenarios and protective action. To achieve this, both the RTDS
system and external devices in the testbed are synchronized to a
common timestamp using signals received from GPS satellites.
This synchronization process is implemented through the uti-
lization of a satellite-synchronized clock, specifically the SEL
2401, along with an antenna. The clock’s signal is distributed to
both the external hardware and the RTDS system. Within the
RTDS system, the GTSYNC card facilitates the synchronization
of the power network simulation.

3.4 | Inline Packet Modifier

In this work, an Inline Packet Modifier (IPM) is employed
to simulate cyber intrusions in the communication channel

7332

International Journal of Circuit Theory and Applications, 2025

85U8017 SUOLILLOD BATea1D 3edldde aup Aq peuienob aJe sspie YO ‘8sN JO s3I0y ARiqiT8uljuO A8|IA LO (SUONIPUOD-PUR-SLLIBYALIOD" A3 1M AeIq 1 BUIUO//SANY) SUORIPUOD pUe SWLB | 8L 885 *[9202/90/70] Uo Ariqiauliuo A8|1m ‘ABojouyos L JO aIninsu| Leipu| A 80GK@10/200T 0T/I0p/Wo0 A8 1M Aeiq | pul|uo//:sdny Wouy pepeojumod ‘2T ‘5202 ‘X200L60T



TABLE 4 | List of major hardware in cyber-physical testbed.

Hardware Description Application

RTDS NovaCor Real time simulation platform Power network simulation

GTAO Analog signal interface card Provide three phase bus voltage
and line current to relays

GTNETx2 Network interface card Facilitate GOOSE communication

GTSYNC Time synchronization card Synchronise RTDS simulation

SEL 421, SEL 751, SEL

Numerical relays

time with GPS clock
Perform HIL with RTDS to verify

311C

protection algorithm

F6350e Voltage and current amplifier Amplify low level analog signals from RTDS to
high level voltage and current signals for relays
SEL RTAC Microgrid controller Run setting group (SG) change algorithm

SEL 2401, Antenna

Satellite clock and antenna

Synchronise external hardware
and RTDS with GPS clock

TABLE 5 | Listof software for testbed implementation.

Software Application
RSCADfx Build power network
for microgrid
RSCAD runtime Real-time monitoring and
control of power network
ICT Configure GOOSE for
IEDs in RSCADfx
AcSELerator Quickset Configure relays, monitor
measurements and record events
SynchroWAVe Event Visualize and analyze
recorded events from relays
AcSELerator RTAC Implement SG change
algorithm in RTAC
AcSELerator Architect Configure GOOSE for
SEL based IEDs
F6 Multiple Amplifier Configure amplifier
Configurator
Wireshark Analyze GOOSE packets

using a dedicated Linux-based system [44]. The IPM inte-
grates features from two Linux open-source tools: SNORT and
Linux Traffic Control (TC). SNORT, an open-source Intrusion
Prevention Software (IPS) owned by Cisco, is widely recog-
nized for its protocol analysis and detection of attacks such
as buffer overflows and Common Gateway Interface (CGI) at-
tacks. Within the IPM framework, SNORT is customized to
process data packets for various substation communication
protocols; however, in our application, it is specifically uti-
lized for GOOSE packets.

Within the Linux-based system, data packets enter the kernel
through a Network Interface Card (NIC), as shown in Figure 6.

A NIC with four Ethernet ports (enp6s0, enp7s0, enp8s0, and
enp9s0) is installed to support this setup. As data packets enter
through enp6s0, they undergo filtering and are subsequently
placed into ingress queues. Similarly, before exiting via enp9s0,
the packets join egress queues. As illustrated in the figure,
SNORT operates between interfaces enp6s0 and enp7s0, while
TC runs between enp8s0 and enp9s0. These pairs of interfaces
are physically connected externally via Ethernet, while each pair
is bridged internally through software. Since communication in
Control-Hardware-in-the-Loop (CHIL) scenarios occurs over
Ethernet, the IPM can be positioned to enable data tampering
as required. In the test case considered, the IPM is positioned
between the RTAC and relay to tamper with GOOSE messages
sent by the RTAC, leading to incorrect settings and subsequent
relay misoperation during faults. Additionally, the framework
supports capabilities such as delaying, jittering, duplicating, and
corrupting data packets.

Wireshark is employed to capture GOOSE packets which al-
lows for effective monitoring and verification of the intrusion
process.

4 | Implementation of the SGOC Protection
Scheme Through the Developed Cyber-Physical
Testbed

The basic adaptive protection scheme discussed in Section 2
is implemented in the cyber-physical testbed described in
Section 3 to demonstrate the capability and utility. The 7-bus
microgrid, depicted in Figure 1, with all the necessary protec-
tion features, is constructed using RSCADfx and executed in
the RTDS NovaCor environment. For the HIL verification, three
relays, namely, R5, R3, and RS, are selected. Specifically, SEL
421, SEL 751, and SEL 311C are used as replacements for R5,
R3, and R8, respectively. The corresponding relay setting values
for all operating modes, as shown in Table 3, are written into
the time OC elements (51) of the relays’ different SGs utilizing
AcSELerator Quickset software.
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FIGURE 6 | Real-time data manipulation in live GOOSE streaming using IPM.

TABLE 6 | Switch statuses and corresponding operating modes, setting groups (SGs), and virtual bits.

Switch status Operating Setting Virtual Bits
S1 SW1 SW2 mode group VB002 VB001
1 1 1 GCM SG1 0 0
0 1 1 IMM SG2 0 1
1 0 0 GCR SG3 1 0
0 0 0 IMR SG4 1 1

As described in Section 3, the voltage and current signals for the
hardware relays are provided through the GTAO card. However,
for SEL 421, high-level voltage and current signals are supplied
using a voltage and current amplifier. During a fault event, the
relay issues a trip command to the corresponding circuit breaker
IEDs simulated in the RTDS system via the GOOSE protocol,
thereby completing the protection loop.

The SG change algorithm, which relies on the status of switches
S1, SW1, and SW2, is implemented in the SEL RTAC device.
The SEL RTAC is interfaced with the RTDS system through
GTNETx2. It receives the switch status signals from S1, SW1,
and SW2, and based on Table 6 determines the appropriate SGs.
The SG control command is transmitted to the relays using the
GOOSE protocol, employing two virtual bits. The SEL RTAC
software, AcSELerator RTAC, is employed to manage the
transmission and reception of data tags and to implement the
algorithm.

4.1 | IEC 61850 GOOSE Configuration

In this paper, the IEC 61850 substation protocol has been uti-
lized for communication within the protection system. IEC
61850 offers significant advantages over traditional substation
communication protocols, thereby validating the practicality
and sustainability of the proposed work. Its object-oriented data
modeling enables more structured data representation compared
to the flat structures of protocols like Modbus and DNP3 [45].
Additionally, IEC 61850 supports time-sensitive applications
through GOOSE, ensuring high-speed and reliable communi-
cation for critical protection schemes that legacy protocols fail
to meet [46, 47]. Unlike Modbus and DNP3, which often face in-
teroperability challenges, IEC 61850 is designed for seamless in-
tegration across devices from different vendors, making it ideal
for modern, multi-vendor substations [47, 48]. Furthermore,
its scalability and flexibility make it well-suited for expand-
ing systems, particularly in smart grids and renewable energy
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applications, where older protocols require extensive modifica-
tions to meet growing demands. These features establish IEC
61850 as the preferred choice for advanced substation automa-
tion and justify its consideration in this paper.

The exchange of information, such as the switch status from the
power network, SG change command from the microgrid con-
troller, and trip command from the relays, is implemented using
the GOOSE protocol. In this setup, the breaker IEDs, responsible
for providing breaker status and opening the circuit breaker, are
implemented in RSCAD. On the other hand, the external relays
and microgrid controller serve as the hardware IEDs responsi-
ble for protection functions and control functions, respectively.
Figure 7 illustrates the GOOSE configuration, showcasing both
the external IEDs and the IEDs simulated in the RTDS simula-
tor. The figure also depicts the GOOSE packet data attributes
that carry the necessary data.

The configuration of IEDs for the GOOSE protocol is performed
using dedicated configuration tools. In the case of the sim-
ulated IEDs in RTDS, an extension of RSCAD called the IED
Configuration Tool (ICT) is utilized to configure the GOOSE set-
tings. On the other hand, the external IEDs, including the relays
and microgrid controllers, are configured using AcSELerator
Architect, which serves as the GOOSE configuration tool

External Hardware

specifically designed for SEL devices. Table 7 provides the rel-
evant information about the GOOSE signals, including the
Logical Nodes (LNs), and data attributes employed in the testbed
for the corresponding IEDs.

4.2 | Logical Architecture of the RIAD Mechanism

The underlying logic of the RIAD scheme is formulated and de-
veloped within the RTAC, utilizing industry-standard program-
ming languages such as Continuous Function Chart (CFC) and
Structured Text (ST), which adhere to the standards outlined in
IEC 61131-3. Various classes, including AckVbs, CmVbs, and
SwVbs, have been defined to serve distinct purposes, as shown
in Figure 8. Additionally, global and local variables are declared
to support these functionalities. In the figure, each block, re-
ferred to as a function block, represents an object instantiated
from these classes to be employed in the logic. For each relay, an
object is initialized from the AckVbs class, converting the cor-
responding SG into virtual bits (vb001/2_relayn). These bits are
evaluated in real-time by a function block corresponding to the
CmVbsclass, displaying the current status of all connected relays,
as depicted in Figure 8. As illustrated in Figure 8, the acknowl-
edgment signal content (in the SPS.stVal datatype) is converted
and compared with the actual local virtual bits corresponding
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FIGURE 7 | Configuration of GOOSE messaging between IEDs.
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TABLE 7 | GOOSE LNs and data attributes.
IED LN Data attribute Function
S1 CSWI1 Pos.stVal Switch status
SEL 751 TRIPPTRC1 Tr.general Trip signal
GGIOn Ind00n.stVal SG status
SEL 421 TRIPPTRC1 Tr.general Trip signal
GGIOn IndOOn.stVal SG status
SEL 311C TRIPPTRC1 Tr.general Trip signal
GGIOn Ind00On.stVal SG status
SEL RTAC GGIOn Ind0OOn.stVal SG change, alert flag
GGIOn Ind0On.stVal Retrieval of SG status
Note: n : integer
Class: AckVbs Class: SwVbs S Local Ie M‘?{,—"; 1
Acknowledgment Signal Switch Statuses (Network o — @ qun}grlslon @ i i ‘:a
(Remote) to Virtual Bits Topology) to Virtual Bit > ILS (i"ezpﬁn m% 0
Transformation Transformation ~ (CIEEL i) e
g local :) @ vb003 Signals
g Remote vb0O L.stVal
pee.stVal—> Rtacl : SwVbs | 4001 [ocal stVal vb002.5tVal
swl.stVal—» input : SPS b002_l I A L |
sw2.stVal—» ouput : SPS >V LMoL vb003.stVal

relayl_sgl.stVal —»

relayl_sg2.stVal —
relayl sg3.stVal—>

Relay_1: AckVbs
input : SPS
ouput : SPS

—> vb001_relayl.stVal—] TL» I O 0 6 (CTmpi

—> vb002_relay1.stVal

input : SPS
output : SPS

relayl_sg4.stVal —»

vb003_blkl1.stVal
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=
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FIGURE 8 | Operational flow of the RIAD mechanism in the microgrid controller.

to the circuit breaker status at the PCC and two other locations
(SW1 and SW2) with the aid of SwVbs. Discrepancies between
local and remote statuses trigger an RTAC-generated alarm (via
vb003.stVal), alerting operators to potential misconfigurations
or cyber-attacks impacting the communication of active virtual
bits to the relays.

1. Mismatch in active SGs (remote) among the relays (mutual
validation).

2. Mismatch between the local and remote relay word bits
corresponding to active SGs (global validation).

Furthermore, the proposed scheme also informs the operators
if there is a compromise in the health of the transmitted remote
GOOSE message, indicating whether it is in a “good” or “in-
valid” state, thus ensuring the connectivity quality of the com-
munication system.

5 | Results and Discussions

This section begins with a detailed explanation of the SG update
mechanism, which is demonstrated in real-time. The subse-
quent analysis evaluates the performance of the protection sys-
tem following the integration of this mechanism, with emphasis
on primary and backup protection schemes using two distinct
use cases. Each aspect is validated through real-time analysis,
supported by comprehensive timeline presentations. The vul-
nerability of the conventional scheme to cyber-attacks is then
examined, highlighting how such attacks can compromise the
decision-making process of the centralized controller, leading to
incorrect relay configurations and resulting protection system
failures. To address these vulnerabilities, the proposed defense
mechanism is first explained and demonstrated in real-time. It
is then integrated with the protection system, and its effective-
ness is validated through real-time analysis, successfully miti-
gating the risk of relay misoperation.
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5.1 | Case 1: Changing Relay SG

A highly precise timeline, down to the nanosecond level, was
constructed to analyze the use of RTAC to change the relay
SGs after islanding (Figure 9). The moment of switch action
was captured through the runtime of RSCAD, while the in-
stance of SG change was recorded by adding the CHSG word
bit from SEL 421 to the event recording bits list. These data
were further analyzed using SynchroWAVe Event. Wireshark,
a network protocol analyzer, was utilized to capture the tim-
ing of GOOSE (Generic Object-Oriented Substation Event)
packet publishing from both RSCAD and RTAC, revealing the
processing time taken by RTAC to send the SG change com-
mand to the relays.

Following the isolation of the system, which occurred precisely
at 8.30575 s after a time delay of 8.25 ms for the circuit breaker
to open, an additional 1.045 ms were consumed for communi-
cation processing during GOOSE publishing. Subsequently,
4.173 ms were taken by RTAC to execute the algorithm respon-
sible for determining the appropriate SGs and transmitting the
command to SEL 421, occurring at 8.494327 s. After a delay of
one-cycle set in the relay, SEL 421 responded to the SG change

command and eventually, at 8.508916667 s, the relay's SG suc-
cessfully transitioned from SG1 to SG2. Overall, 0.211916667 s
were taken for the entire process of changing relay SGs after the
switching instance.

5.2 | Case 2: Primary Protection

The successful operation of primary protection is depicted in
Figure 10, accompanied by a precise timeline analysis. A three-
phase fault is intentionally applied at the 50% distance on lines
3 and 4, and the response of SEL 421 relay, acting as R5, is care-
fully observed. Essential information, such as the fault instance,
CBS5 trip signal instance, and the exact fault clearance time, is
obtained from RSCAD. Additionally, the analog-to-digital con-
version, relay pickup time, and relay operating time are verified
using the event recording feature of SEL 421 relay.

At 29.27894999 s, the fault occurrence is recorded and approx-
imately 2.633344 ms are taken for the fault current to reflect in
the numerical relay measurement after the analog-to-digital
conversion. The relay operating time, measured as 0.337394943
s, falls within the predefined constraints of the minimum

1 4
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0r \ t,
8.28 8.2975}--.. Time > 8.35 (Islanding instance)
= S1_Status - ON |
1- S1_Status - OFF

: . t,
8.28 8.305750000}-... Time ————>  8.35 (51 status change)
120 11:56:07.494816000 Schweitz_2b:9f:a8 GOOSE
138 11:56 108 o 306795000L RTDSTech_ed:cd GOOSE t
139 11:56:08.309733000 ‘\‘RTDSTeCh_Qd :cd GOOSE (Pgublish S1 status)
145 11:56:08.429734000 RTDSTech_ed:cd GOOSE
146 11:56108.4943270001‘ Schweitz_2b:9f:a8 GOOSE

VB0O01

VB002
CHSG

t,t, — 8.25 ms — Switch operating time

t,t3 — 1.045 ms — Communication processing time

tst, — 0.187532 s — RTAC running SG algorithm

t4ts —4.173 ms — latency between RTAC and SEL 421
tste — 10.416667 ms — SG change delay set in SEL 421

t, tt;

€“~<~---—-—————- 0.211916667 s

FIGURE9 | Precise timeline analysis of relay setting group (SG) change.
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FIGURE 10 | verification of relay operating time in primary protection and timeline analysis.

and maximum operating time, as defined in [6] of Section 2.
Furthermore, a latency of 2.48838 ms is observed in the GOOSE
signal between SEL 421 and the CB controller IED modeled in
RSCAD. It is observed that a total time of 0.3597 s is required to
successfully isolate the faulty system after the fault occurrence.

5.3 | Case 3: Backup Protection

To verify the coordination between primary relay R5 and
backup relay R3, a three-phase fault is deliberately applied at the
midpoint of line 3-4. The operation of SEL 421 (primary relay)
and SEL 751 (backup relay) is observed to assess their response.
Furthermore, intentional CB malfunction is induced in CB5 to
examine the operation of R3 as a backup relay. Similar to the
previous case, fault instance, trip signals, and fault clearance

are observed through RSCAD plots, while the event recording
feature in both numerical relays is utilized to analyze fault cur-
rent pickup and timeout for the primary and backup relays. The
coordination time interval is also recorded by analyzing event
records from SEL 421 and SEL 751.

It is observed that despite SEL 421 picking up the fault current
and issuing a TRIP signal with an operating time of 0.337378306
s, CB5 fails to operate, allowing the fault current to persist
through the line (Figure 11). In parallel, SEL 751 as the backup
relay also detects the fault current and issues a trip signal to CB3
at 60.152473004 s, successfully clearing the fault. The coordina-
tion time interval (CTI) is measured to be 0.968184031 s, which
falls within the defined constraints of the coordination CTI as
specified in [7]. Overall, it takes a total of 1.32885 s to clear the
fault using the backup protection scheme.
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FIGURE 11 | Analysis of backup protection and relay coordination between relays R5 and R3.

5.4 | Case 4: FDI Attack on Control Commmands
(SG Word Bit) for the Relays

In centralized adaptive protection schemes, the presence of
a reliable communication channel is crucial as it plays a vital
role in transmitting critical SG control commands to the relays.
However, in this study, the integrity of the communication link
between the microgrid controller and the relays is compromised
using the IPM described in Section 3.

The experiment is conducted in an islanded mode of operation,
where the IPM injects a fabricated signal into the control com-
mand broadcasted by RTAC. False information is conveyed by
this signal, misleading the relays to believe that the system is in
a grid-connected mode (Figure 12a). As a consequence, an er-
roneous SG change command is issued within the relays by the
attacker, utilizing virtual bits VB001 and VB002. Consequently,
the relays adopt SGI1, which is intended for grid-connected
operation.
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FIGURE 12 | FDI attack on PCC switch status signal. (a) Packet modification by IPM, consequent setting group change in the relay and (b) the
maloperation of relay during fault.
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The failure of relay operation during an actual fault scenario in
this compromised situation is illustrated in Figure 12b. It is ob-
served that due to a higher pickup current setting in the relay,
the OC element fails to pick up and sustain. Consequently, it
fails to generate the necessary trip signal to operate the circuit
breaker.

5.5 | Case 5: Real-Time Validation of the RIAD
Mechanism During Normal Operation

This section delineates the real-time operation of the proposed
RIAD scheme, which operates in conjunction with the central-
ized SGAO protection scheme, in response to normal topologi-
cal change in the system. Figure 13 illustrates the sequence of
events in a temporal progression, systematically indexed from
1 to 10, which includes response of the proposed scheme imple-
mented on RTAC to changes in both system topology and relays
SGs, ensuring that all the relays are updated with the correct
protection settings following a topological change. These events
were recorded by RTDS during a routine transition in system
topology specifically from a grid-connected mode to an island-
ing mode of operation. To monitor this chronology, an ICT
tool within RSCAD is employed to configure the GOOSE data
model, enabling the subscription to all pertinent statuses in
the connected IEDs (Relays and RTAC) via GOOSE messages.
Figure 14 illustrates a real-time validation of these events, as

depicted in Figure 13, using Wireshark. It includes screenshots
from the Wireshark terminal, each corresponding to the indi-
vidual captured events. These screenshots offer a visual repre-
sentation with detailed annotations, including the same event
indices (from 1 to 10), the corresponding timestamps of each
event, and the associated GOOSE data packet information for
each occurrence. The data packet information includes head-
ers and payloads, which consist of datasets and their contents
such as the GOOSE control block, among other elements. The
depicted events are represented as binary statuses (i.e. 0 and 1).
In both Figures 13 and 14, the transition in event index 1 (@
22:49:15:469599) —2 (@ 22:49:15:806677) signifies the change in
the system topology, which is simulated in RTDS and depicted
using status of the CB at PCC (0: open, islanded mode, and 1:
closed, grid-connected mode). Upon detection by the RTAC, this
transition prompts an alteration in the controlling virtual bits in
RTAC, that is, the transition in event index 3 (@22:49:15:454567)
—4 (@ 22:49:941502), which is sent to the relays to change
SGs. These virtual bits are instrumental in managing the SGs
of the interconnected relays via the IEC 61850 GOOSE proto-
col. As previously mentioned, the activation of a block signal
(event #5 @ 22:49:16.041625) denotes a discrepancy in the ac-
tive SG among the connected relays. This signal persists until
all relays are properly configured with the same SG (conclud-
ing with event #10 @22:49:19:441541). The events with indices
transitioning from 8(@22:49:16.119096) —9(@22:49:19.080032)
and 6 (@22:49:17.737531) —7(@22:49:18.034277) are indicative
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of the SG changes in the SEL 421 and SEL 751 relay models, re-
spectively, in response to the receipt of controlling VB issued
by RTAC. The event corresponding to the transition 8 -9 was
recorded by the SEL 751 and subsequently analyzed using the
SEL 5601-2 SynchroWAVe event tool for post-event assessment,
as depicted in Figure 15.

5.6 | Case 6: Real-Time Response of the RIAD
Mechansim to Attacks Targeting SG Control
Commands

This section delineates the real-time operation of the proposed
RIAD scheme in response to an FDIA attack targeting VB con-
trol commands sent by the RTAC, leading to the activation of
incorrect SGs in the relays. As mentioned in section IV. B, the
proposed scheme triggers a block signal when discrepancies
arise either among the active SGs of the connected relays (or
IEDs) or between the actual SG computed in the RTAC and the
one active in the relays. This block signal ensures resilience
against relay misoperation due to misconfigured relays, faulty
relays, or relays affected by cyber anomalies-issues that can-
not be diagnosed by the relays themselves. Figure 16 illustrates

real-time validation of this logic during a false data injection
attack on the GOOSE message carrying an SG control com-
mand. The VB control command is broadcasted in the form
of a GOOSE message from the RTAC to the relays. Figure 16
depicts a sequence of events indexed from 1 to 4. Event #1
(@19:55:28.045293) corresponds to the inception of the FDIA
(False Data Injection Attack) in the communication channel.
Subsequently, SEL 421 changes its SG in response to the attack
(Event #2 @19:55:30.139303). Notably, the relays are unable to
differentiate between the actual and manipulated signals. Event
#3 (@19:55:30.444739) represents the block signal triggered by
the RTAC, indicating an anomaly in the relay configuration.
This signal persists until the issue is resolved. Finally, event #4
(@19:55:31.268027) corresponds to the change in the SG of SEL
751 in response to the FDIA attack. In the test case, the actual
network topology is grid-connected, and the active SG should
correspond to SG1. RTAC controls this SG through broadcasted
control commands. However, the attacker intercepts and ma-
nipulates the virtual bits of the actual control signal from SG1
to SG2—an alteration that cannot be validated by the relays lo-
cally. The activation of the block signal alerts grid operators and
prevents unprecedented failures, outages, and maintenance of
the relays.
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FIGURE15 |

Real-time Validation of SEL 751 operations with SEL SynchroWAVe Event Tool.

114362000 Schweitzertn_22:20:5F TecTcs7_01:00:05 o0se 160
gocbRef: SELA21
tineAllowedtolive: 2000
datset: SEL421_testbedCFG/LLNGSSELA21_ OUT
gOID: SELA21_testbed

17, 2024 19:49:22.364399969 UTC

thedCFG/LLNGSGOSSELA21_OUTPUT

i e GCB: LLNO$GO$SEL421_OUTPUT
poscom: talse .. Dataset: LLNO$SEL421_OUT

Actual SG status

(0.0.0.0)
@ 19:55:29.114382

qf:‘! o GCB: LLNOSGOS$SEL421_OUTPUT st 10
mmeeevemandes: Dataset: LLNO$SEL421_OUT

Incorrect SG status

(0,0,1,0
@ 19:55:30.139303

Goose 162 . = — = =
<<<<<<< 606 2024-04-17 19:55:30.402274000  10.16.28.22 16.16.26.200 T st 15
609 2024-04-17 19:55:30,444739000 SchweitzerEn 2b:9f:a8  IecTcs7_01:00:06  GOOSE 19

610 2024-04-17 19:55:30.445010000 _ Schweitzerén 2b:9f:a8 _lecTcs7 01:00:06 _ GOOSE )

TecTes7_o1:00:05

gooserdu
ocbRef: RTAC_testbedCFG/LLNBSGOSRTAC_ OUT
tineAllowedtoLive: 360

datSet: RTAC_testbedCFG/LLNBSRTAC_output
goID: RTAC_testbed

€ Apr 17,2024 19:52:32.999660968 UTC

GCB: LLNOSGOSRTAC_OUT
Dataset: LLNO$SSEL421_output

Block Signal activation

squua: @

(0,0,1)
@ 19:55:30.444739

| | Time (HH:MM:SS.sss)

A

A 3. RTAC Block Activation A _+_ 4. SEL-751 SG Status

& 1. Attack
/ (19:55:28.045293)

78 2028-04-17 15
479 2024-04.17 19:55:28.113682000  Schwedtzeren_22:29:5¢
480 2024-04-17 19:55:28 159464000 10.16.28.22

|
A 2. SEL-421 SG Status
_F (19:55:30.139303)

26045293000  SchweitzerEn 2b:9f:a8  IecTcs7_01:00:06  GOOSE 150
lecTcs7_01:00:05  GOOSE 164 o
10.26.28.200 Tisvi2 3 a0
L o tineAllowedtoL ive: 2000
‘gocbRef: RTAC_testhedCFG/LLNOSGOSRTAC_OUT
ve: 26

gOID: SEL7SI_testbed
timeAllowedtoLs ?

17,2024 14:25:29.000092983 UTC

GCB: LLNO$GO$SRTAC_OUT ibetsetinepies: 4
Dataset: LLNO$SEL421_output

all0ata: 4 items
n (3)

» False Wordbits ol
0,1,0) e ey

165652000 Schweitzertn 2c:ca:f6 TecTcs7_01:00:04
e : SEL7S1._testbedCFG/LLNOSGOSSEL7S1_ OUTPUT
soosepu i datSet: SELTS1_testbedCFG/LUIBSSEL7S1_ 0UT

Apr 17, 2024 19:48:23.939999997 UTC

(19:55:30.444739) (19:55:31.2'68027)

o

68027000 Schweitzerkn 2c:ca:f6 TocTcs7_01:00:00

coose  1e4

gocbRef: SEL7S1 testbedCFG/LLNGSGOSSEL7S1_OUTPUT
tineallowedtoLive: 1
tSet: SEL7S1_testbedCFG/LLIOSSEL7S1_OUT
gOID: SEL7S1_testbed
t: Apr 17, 2028 19:5:25.535999953 UTC

GCB: LLNO$GO$SEL751_OUTPUT

sinieien: e GCB: LLNO$GOSSEL751_OUTPUT!
Dataset: LLNO$SEL751_OUT N

Dataset: LLNO$SEL751_OUT

Actual SG status
(0,0,0,0)
@ 19:55:29.114382

Incorrect SG status

Soieo: (0,0,1,0
m,”“::: @ 19:55:31.268027
et

FIGURE 16 |

Chronological account of SGAO responses to FDIA attacks.
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6 | Conclusion

In this work, we present a comprehensive cyber-physical
power system testbed designed for the simulation and analy-
sis of SGAO protection in modern power systems. The testbed
integrates the Relay Integrity and Attack Detection (RIAD)
mechanism, which ensures the integrity of relay settings that
may be vulnerable to misconfigurations from attacks over
communication channels within the substation LAN, thus
enhancing the overall reliability of the protection system.
Traditional SGAO schemes often lack resilience to such mis-
configurations resulting from cyber threats. Additionally, the
testbed utilizes a Global Positioning System (GPS) based clock
for precise synchronization of hardware and operations, which
is crucial for the time-critical operation of protection systems
during faults. Through extensive case studies, we demonstrate
the testbed's effectiveness in replicating real-world scenarios
and evaluating protection schemes under realistic conditions.
By integrating communication system simulation with cyber
intrusion analysis, the testbed provides a robust platform for
assessing the impact of misconfigurations on protection sys-
tems. Overall, this developed testbed offers valuable insights
and supports the development and implementation of effective
benchmark protection schemes, advancing the field of cyber-
physical power system protection.
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Appendix A
LINKNET Structure for Relay Coordinaiton

The LINKNET structure is a specialized data structure used to effi-
ciently store and manage network topology information in power sys-
tems, particularly in the context of relay coordination studies. This
structure is especially beneficial in large-scale power networks, where
manual scanning of network configurations would be impractical. By
automating this process, LINKNET facilitates the identification of pri-
mary and backup relay pairs, ensuring that the relay coordination stud-
ies are both accurate and efficient, even in complex looped networks.
The structure is composed of two algorithms: Algorithms I and II, as
depicted in Figure A1.

Algorithm-I plays a crucial role in determining intermediate param-
eters by utilizing topological information essential for formulating
relay coordination problems. The determination of backup relays for
each primary relay is handled in Algorithm-II. The topological infor-
mation is input to the Algorithms-I which are represented by specify-
ing the connections between the nodes and the branches, assuming
that the ends of each branch are indexed as shown in the equation
below.
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| Read branch, node_A, and node B |<—

end B = (2 x branch) 0

\ 4
NEXT(end_A)=LIST(node_A)
LIST(node_A)=end_A
FAR(end_A)=node_B

Y
NEXT(end_B) = LIST(node_B)
LIST(node_B)=end_B
FAR(end_B)=node_A

LINKNET structure
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Algorithm I

Algorithm [ | e———3p-

FIGURE A1 | LINKNET algorithm for relay coordination.
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endA = flbranch) = (2 X branch) — 1

endB = g(branch) = (2 X branch)

and assignment operations to determine the index of the backup relays
corresponding to the primary relay under consideration. This process
continues until all primary relays have been evaluated.

Components of LINKNET, as computed in Algorithm-I, repre-
sent the network topology through three primary one-dimensional
vectors:

1. LIST Vector: This vector is used to store all the bus links in the
network. The dimension of the LIST vector corresponds to the
number of buses in the system. Each entry in the LIST vector rep-
resents a bus and its associated links.

2. NEXT Vector: This vector stores the links between directional re-
lays that are incident at a specific bus. The dimension of the NEXT
vector is equal to the number of relays in the network. It helps in
identifying connections between relays at a particular bus, which
is critical for scanning the network during relay coordination
studies.

3. FAR Vector: This vector is used to link any directional relay with
its remote bus. The FAR vector also has a dimension equal to the
number of relays in the system. It is instrumental in tracing relay
connections to remote buses, which is essential for determining
backup relay pairs.

Once these parameters are determined, Algorithm-II is used to com-
pute primary and backup relays pairs, as depicted in Figure Al.
Algorithm-II begins by considering one relay at a time and computing
IT, with a condition based on whether its index is odd or even, as shown
in Figure Al. Subsequently, other parameters such as IFLT, IB, IN, and
IS are computed and further processed through various conditional
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